
      

 

      
     

in partial fulfillment of the requirements for the degree of

  


 

  
 
 
 
 

  

 

Keywords: Program Synthesis, Formal Verification, Embedde   
   

    



Title: An SMT Based Method for
Optimizing Arithmetic
Computations in Embedded
Software Code

Author: Eldib, H.; Chao Wang
Publication: Computer-Aided Design of

Integrated Circuits and Systems,
IEEE Transactions on

Publisher: IEEE
Date: Nov. 2014
Copyright © 2014, IEEE

If you're a copyright.com
user, you can login to
RightsLink using your
copyright.com credentials.
Already a RightsLink user or
want to learn more?

Thesis / Dissertation Reuse

The IEEE does not require individuals working on a thesis to obtain a formal reuse license,
however, you may print out this statement to be used as a permission grant:

Requirements to be followed when using any portion (e.g., figure, graph, table, or textual material) of
an IEEE copyrighted paper in a thesis:

1) In the case of textual material (e.g., using short quotes or referring to the work within these papers)
users must give full credit to the original source (author, paper, publication) followed by the IEEE
copyright line © 2011 IEEE.
2) In the case of illustrations or tabular material, we require that the copyright line © [Year of original
publication] IEEE appear prominently with each reprinted figure and/or table.
3) If a substantial portion of the original paper is to be used, and if you are not the senior author, also
obtain the senior author’s approval.

Requirements to be followed when using an entire IEEE copyrighted paper in a thesis:

1) The following IEEE copyright/ credit notice should be placed prominently in the references: © [year
of original publication] IEEE. Reprinted, with permission, from [author names, paper title, IEEE
publication title, and month/year of publication]
2) Only the accepted version of an IEEE copyrighted paper can be used when posting the paper or your
thesis on-line.
3) In placing the thesis on the author's university website, please display the following message in a
prominent place on the website: In reference to IEEE copyrighted material which is used with
permission in this thesis, the IEEE does not endorse any of [university/educational entity's name goes
here]'s products or services. Internal or personal use of this material is permitted. If interested in
reprinting/republishing IEEE copyrighted material for advertising or promotional purposes or for
creating new collective works for resale or redistribution, please go to http://www.ieee.org
/publications_standards/publications/rights/rights_link.html to learn how to obtain a License from
RightsLink.

If applicable, University Microfilms and/or ProQuest Library, or the Archives of Canada may supply
single copies of the dissertation.

Copyright © 2015 Copyright Clearance Center, Inc. All Rights Reserved. Privacy statement. Terms and Conditions.
Comments? We would like to hear from you. E-mail us at customercare@copyright.com

Rightslink® by Copyright Clearance Center https://s100.copyright.com/AppDispatchServlet#formTop

1 of 1 7/22/2015 10:51 PM

http://www.ieee.org
mailto:customercare@copyright.com
https://s100.copyright.com/AppDispatchServlet#formTop


SPRINGER LICENSE
TERMS AND CONDITIONS

Jul 22, 2015

This is a License Agreement between Hassan Eldib ("You") and Springer ("Springer")
provided by Copyright Clearance Center ("CCC"). The license consists of your order details,
the terms and conditions provided by Springer, and the payment terms and conditions.

All payments must be made in full to CCC. For payment instructions, please see
information listed at the bottom of this form.

License Number 3674540423440

License date Jul 22, 2015

Licensed content publisher Springer

Licensed content publication Springer eBook

Licensed content title SMT-Based Verification of Software Countermeasures against
Side-Channel Attacks

Licensed content author Hassan Eldib

Licensed content date Jan 1, 2014

Type of Use Thesis/Dissertation

Portion Full text

Number of copies 10

Author of this Springer
article

Yes and you are a contributor of the new work

Order reference number None

Title of your thesis /
dissertation

Constraint Based Program Synthesis for Embedded Software

Expected completion date Jul 2015

Estimated size(pages) 200

Total 0.00 USD

Terms and Conditions

Introduction
The publisher for this copyrighted material is Springer Science + Business Media. By
clicking "accept" in connection with completing this licensing transaction, you agree that the
following terms and conditions apply to this transaction (along with the Billing and Payment
terms and conditions established by Copyright Clearance Center, Inc. ("CCC"), at the time
that you opened your Rightslink account and that are available at any time at
http://myaccount.copyright.com).

Limited License
With reference to your request to reprint in your thesis material on which Springer Science
and Business Media control the copyright, permission is granted, free of charge, for the use
indicated in your enquiry.

Rightslink Printable License https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...

1 of 3 7/22/2015 10:48 PM

http://myaccount.copyright.com).
https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...


Licenses are for one-time use only with a maximum distribution equal to the number that
you identified in the licensing process.

This License includes use in an electronic form, provided its password protected or on the
university’s intranet or repository, including UMI (according to the definition at the Sherpa
website: http://www.sherpa.ac.uk/romeo/). For any other electronic use, please contact
Springer at (permissions.dordrecht@springer.com or permissions.heidelberg@springer.com).

The material can only be used for the purpose of defending your thesis limited to
university-use only. If the thesis is going to be published, permission needs to be re-obtained
(selecting "book/textbook" as the type of use).

Although Springer holds copyright to the material and is entitled to negotiate on rights, this
license is only valid, subject to a courtesy information to the author (address is given with
the article/chapter) and provided it concerns original material which does not carry
references to other sources (if material in question appears with credit to another source,
authorization from that source is required as well).

Permission free of charge on this occasion does not prejudice any rights we might have to
charge for reproduction of our copyrighted material in the future.

Altering/Modifying Material: Not Permitted
You may not alter or modify the material in any manner. Abbreviations, additions, deletions
and/or any other alterations shall be made only with prior written authorization of the
author(s) and/or Springer Science + Business Media. (Please contact Springer at
(permissions.dordrecht@springer.com or permissions.heidelberg@springer.com)

Reservation of Rights
Springer Science + Business Media reserves all rights not specifically granted in the
combination of (i) the license details provided by you and accepted in the course of this
licensing transaction, (ii) these terms and conditions and (iii) CCC's Billing and Payment
terms and conditions.

Copyright Notice:Disclaimer
You must include the following copyright and permission notice in connection with any
reproduction of the licensed material: "Springer and the original publisher /journal title,
volume, year of publication, page, chapter/article title, name(s) of author(s), figure
number(s), original copyright notice) is given to the publication in which the material was
originally published, by adding; with kind permission from Springer Science and Business
Media"

Warranties: None

Example 1: Springer Science + Business Media makes no representations or warranties with
respect to the licensed material.

Example 2: Springer Science + Business Media makes no representations or warranties with
respect to the licensed material and adopts on its own behalf the limitations and disclaimers
established by CCC on its behalf in its Billing and Payment terms and conditions for this

Rightslink Printable License https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...

2 of 3 7/22/2015 10:48 PM

http://www.sherpa.ac.uk/romeo/).
mailto:(permissions.dordrecht@springer.com
mailto:permissions.heidelberg@springer.com).
mailto:(permissions.dordrecht@springer.com
mailto:permissions.heidelberg@springer.com)
https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...


licensing transaction.

Indemnity
You hereby indemnify and agree to hold harmless Springer Science + Business Media and
CCC, and their respective officers, directors, employees and agents, from and against any
and all claims arising out of your use of the licensed material other than as specifically
authorized pursuant to this license.

No Transfer of License
This license is personal to you and may not be sublicensed, assigned, or transferred by you
to any other person without Springer Science + Business Media's written permission.

No Amendment Except in Writing
This license may not be amended except in a writing signed by both parties (or, in the case
of Springer Science + Business Media, by CCC on Springer Science + Business Media's
behalf).

Objection to Contrary Terms
Springer Science + Business Media hereby objects to any terms contained in any purchase
order, acknowledgment, check endorsement or other writing prepared by you, which terms
are inconsistent with these terms and conditions or CCC's Billing and Payment terms and
conditions. These terms and conditions, together with CCC's Billing and Payment terms and
conditions (which are incorporated herein), comprise the entire agreement between you and
Springer Science + Business Media (and CCC) concerning this licensing transaction. In the
event of any conflict between your obligations established by these terms and conditions and
those established by CCC's Billing and Payment terms and conditions, these terms and
conditions shall control.

Jurisdiction
All disputes that may arise in connection with this present License, or the breach thereof,
shall be settled exclusively by arbitration, to be held in The Netherlands, in accordance with
Dutch law, and to be conducted under the Rules of the 'Netherlands Arbitrage Instituut'
(Netherlands Institute of Arbitration).OR:

All disputes that may arise in connection with this present License, or the breach
thereof, shall be settled exclusively by arbitration, to be held in the Federal Republic of
Germany, in accordance with German law.

Other terms and conditions:

v1.3

Questions? customercare@copyright.com or +1-855-239-3415 (toll free in the US) or
+1-978-646-2777.

Rightslink Printable License https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...

3 of 3 7/22/2015 10:48 PM

mailto:customercare@copyright.com
https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...


ASSOCIATION FOR COMPUTING MACHINERY, INC. LICENSE
TERMS AND CONDITIONS

Jul 30, 2015

This is a License Agreement between Hassan Eldib ("You") and Association for Computing
Machinery, Inc. ("Association for Computing Machinery, Inc.") provided by Copyright
Clearance Center ("CCC"). The license consists of your order details, the terms and
conditions provided by Association for Computing Machinery, Inc., and the payment terms
and conditions.

License Number 3678840564032

License date Jul 30, 2015

Licensed content publisher Association for Computing Machinery, Inc.

Licensed content publication Proceedings of the 51st Annual Design Automation Conference

Licensed content title QMS: Evaluating the Side-Channel Resistance of Masked Software
from Source Code

Licensed content author Hassan Eldib, et al

Licensed content date Jun 1, 2014

Type of Use Thesis/Dissertation

Requestor type Author of this ACM article

Is reuse in the author's own
new work?

Yes

Format Print and electronic

Portion Full article

Will you be translating? No

Order reference number None

Title of your
thesis/dissertation

Constraint Based Program Synthesis for Embedded Software

Expected completion date Jul 2015

Estimated size (pages) 200

Billing Type Credit Card

Credit card info Visa ending in 4210

Credit card expiration 09/2015

Total 8.00 USD

Terms and Conditions

Rightslink Terms and Conditions for ACM Material

1. The publisher of this copyrighted material is Association for Computing Machinery, Inc.
(ACM). By clicking "accept" in connection with completing this licensing transaction, you
agree that the following terms and conditions apply to this transaction (along with the
Billing and Payment terms and conditions established by Copyright Clearance Center, Inc.

Rightslink Printable License https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...

1 of 4 7/30/2015 11:47 AM

https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...


("CCC"), at the time that you opened your Rightslink account and that are available at any
time at ).

2. ACM reserves all rights not specifically granted in the combination of (i) the license
details provided by you and accepted in the course of this licensing transaction, (ii) these
terms and conditions and (iii) CCC's Billing and Payment terms and conditions.

3. ACM hereby grants to licensee a non-exclusive license to use or republish this
ACM-copyrighted material* in secondary works (especially for commercial distribution)
with the stipulation that consent of the lead author has been obtained independently. Unless
otherwise stipulated in a license, grants are for one-time use in a single edition of the work,
only with a maximum distribution equal to the number that you identified in the licensing
process. Any additional form of republication must be specified according to the terms
included at the time of licensing.

*Please note that ACM cannot grant republication or distribution licenses for embedded
third-party material. You must confirm the ownership of figures, drawings and artwork prior
to use.

4. Any form of republication or redistribution must be used within 180 days from the date
stated on the license and any electronic posting is limited to a period of six months unless an
extended term is selected during the licensing process. Separate subsidiary and subsequent
republication licenses must be purchased to redistribute copyrighted material on an extranet.
These licenses may be exercised anywhere in the world.

5. Licensee may not alter or modify the material in any manner (except that you may use,
within the scope of the license granted, one or more excerpts from the copyrighted material,
provided that the process of excerpting does not alter the meaning of the material or in any
way reflect negatively on the publisher or any writer of the material).

6. Licensee must include the following copyright and permission notice in connection with
any reproduction of the licensed material: "[Citation] © YEAR Association for Computing
Machinery, Inc. Reprinted by permission." Include the article DOI as a link to the definitive
version in the ACM Digital Library. Example: Charles, L. "How to Improve Digital Rights
Management," Communications of the ACM, Vol. 51:12, © 2008 ACM, Inc.
http://doi.acm.org/10.1145/nnnnnn.nnnnnn (where nnnnnn.nnnnnn is replaced by the actual
number).

7. Translation of the material in any language requires an explicit license identified during
the licensing process. Due to the error-prone nature of language translations, Licensee must
include the following copyright and permission notice and disclaimer in connection with any
reproduction of the licensed material in translation: "This translation is a derivative
of ACM-copyrighted material. ACM did not prepare this translation and does not guarantee
that it is an accurate copy of the originally published work. The original intellectual property
contained in this work remains the property of ACM."

8. You may exercise the rights licensed immediately upon issuance of the license at the end
of the licensing transaction, provided that you have disclosed complete and accurate details
of your proposed use. No license is finally effective unless and until full payment is received

Rightslink Printable License https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...

2 of 4 7/30/2015 11:47 AM

http://doi.acm.org/10.1145/nnnnnn.nnnnnn
https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...


from you (either by CCC or ACM) as provided in CCC's Billing and Payment terms and
conditions.

9. If full payment is not received within 90 days from the grant of license transaction, then
any license preliminarily granted shall be deemed automatically revoked and shall be void as
if never granted. Further, in the event that you breach any of these terms and conditions or
any of CCC's Billing and Payment terms and conditions, the license is automatically revoked
and shall be void as if never granted.

10. Use of materials as described in a revoked license, as well as any use of the materials
beyond the scope of an unrevoked license, may constitute copyright infringement and
publisher reserves the right to take any and all action to protect its copyright in the materials.

11. ACM makes no representations or warranties with respect to the licensed material and
adopts on its own behalf the limitations and disclaimers established by CCC on its behalf in
its Billing and Payment terms and conditions for this licensing transaction.

12. You hereby indemnify and agree to hold harmless ACM and CCC, and their respective
officers, directors, employees and agents, from and against any and all claims arising out of
your use of the licensed material other than as specifically authorized pursuant to this
license.

13. This license is personal to the requestor and may not be sublicensed, assigned, or
transferred by you to any other person without publisher's written permission.

14. This license may not be amended except in a writing signed by both parties (or, in the
case of ACM, by CCC on its behalf).

15. ACM hereby objects to any terms contained in any purchase order, acknowledgment,
check endorsement or other writing prepared by you, which terms are inconsistent with these
terms and conditions or CCC's Billing and Payment terms and conditions. These terms and
conditions, together with CCC's Billing and Payment terms and conditions (which are
incorporated herein), comprise the entire agreement between you and ACM (and CCC)
concerning this licensing transaction. In the event of any conflict between your obligations
established by these terms and conditions and those established by CCC's Billing and
Payment terms and conditions, these terms and conditions shall control.

16. This license transaction shall be governed by and construed in accordance with the laws
of New York State. You hereby agree to submit to the jurisdiction of the federal and state
courts located in New York for purposes of resolving any disputes that may arise in
connection with this licensing transaction.

17. There are additional terms and conditions, established by Copyright Clearance Center,
Inc. ("CCC") as the administrator of this licensing service that relate to billing and payment
for licenses provided through this service. Those terms and conditions apply to each
transaction as if they were restated here. As a user of this service, you agreed to those terms
and conditions at the time that you established your account, and you may see them again at
any time at http://myaccount.copyright.com

Rightslink Printable License https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...

3 of 4 7/30/2015 11:47 AM

http://myaccount.copyright.com
https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...


18. Thesis/Dissertation: This type of use requires only the minimum administrative fee. It is
not a fee for permission. Further reuse of ACM content, by ProQuest/UMI or other
document delivery providers, or in republication requires a separate permission license and
fee. Commercial resellers of your dissertation containing this article must acquire a separate
license.

Special Terms:

Questions? customercare@copyright.com or +1-855-239-3415 (toll free in the US) or
+1-978-646-2777.

Rightslink Printable License https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...

4 of 4 7/30/2015 11:47 AM

mailto:customercare@copyright.com
https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...


SPRINGER LICENSE
TERMS AND CONDITIONS

Jul 22, 2015

This is a License Agreement between Hassan Eldib ("You") and Springer ("Springer")
provided by Copyright Clearance Center ("CCC"). The license consists of your order details,
the terms and conditions provided by Springer, and the payment terms and conditions.

All payments must be made in full to CCC. For payment instructions, please see
information listed at the bottom of this form.

License Number 3674541413379

License date Jul 22, 2015

Licensed content publisher Springer

Licensed content publication Springer eBook

Licensed content title Synthesis of Masking Countermeasures against Side Channel
Attacks

Licensed content author Hassan Eldib

Licensed content date Jan 1, 2014

Type of Use Thesis/Dissertation

Portion Full text

Number of copies 10

Author of this Springer
article

Yes and you are a contributor of the new work

Order reference number None

Title of your thesis /
dissertation

Constraint Based Program Synthesis for Embedded Software

Expected completion date Jul 2015

Estimated size(pages) 200

Total 0.00 USD

Terms and Conditions

Introduction
The publisher for this copyrighted material is Springer Science + Business Media. By
clicking "accept" in connection with completing this licensing transaction, you agree that the
following terms and conditions apply to this transaction (along with the Billing and Payment
terms and conditions established by Copyright Clearance Center, Inc. ("CCC"), at the time
that you opened your Rightslink account and that are available at any time at
http://myaccount.copyright.com).

Limited License
With reference to your request to reprint in your thesis material on which Springer Science
and Business Media control the copyright, permission is granted, free of charge, for the use
indicated in your enquiry.

Rightslink Printable License https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...

1 of 3 7/22/2015 11:04 PM

http://myaccount.copyright.com).
https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...


Licenses are for one-time use only with a maximum distribution equal to the number that
you identified in the licensing process.

This License includes use in an electronic form, provided its password protected or on the
university’s intranet or repository, including UMI (according to the definition at the Sherpa
website: http://www.sherpa.ac.uk/romeo/). For any other electronic use, please contact
Springer at (permissions.dordrecht@springer.com or permissions.heidelberg@springer.com).

The material can only be used for the purpose of defending your thesis limited to
university-use only. If the thesis is going to be published, permission needs to be re-obtained
(selecting "book/textbook" as the type of use).

Although Springer holds copyright to the material and is entitled to negotiate on rights, this
license is only valid, subject to a courtesy information to the author (address is given with
the article/chapter) and provided it concerns original material which does not carry
references to other sources (if material in question appears with credit to another source,
authorization from that source is required as well).

Permission free of charge on this occasion does not prejudice any rights we might have to
charge for reproduction of our copyrighted material in the future.

Altering/Modifying Material: Not Permitted
You may not alter or modify the material in any manner. Abbreviations, additions, deletions
and/or any other alterations shall be made only with prior written authorization of the
author(s) and/or Springer Science + Business Media. (Please contact Springer at
(permissions.dordrecht@springer.com or permissions.heidelberg@springer.com)

Reservation of Rights
Springer Science + Business Media reserves all rights not specifically granted in the
combination of (i) the license details provided by you and accepted in the course of this
licensing transaction, (ii) these terms and conditions and (iii) CCC's Billing and Payment
terms and conditions.

Copyright Notice:Disclaimer
You must include the following copyright and permission notice in connection with any
reproduction of the licensed material: "Springer and the original publisher /journal title,
volume, year of publication, page, chapter/article title, name(s) of author(s), figure
number(s), original copyright notice) is given to the publication in which the material was
originally published, by adding; with kind permission from Springer Science and Business
Media"

Warranties: None

Example 1: Springer Science + Business Media makes no representations or warranties with
respect to the licensed material.

Example 2: Springer Science + Business Media makes no representations or warranties with
respect to the licensed material and adopts on its own behalf the limitations and disclaimers
established by CCC on its behalf in its Billing and Payment terms and conditions for this

Rightslink Printable License https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...

2 of 3 7/22/2015 11:04 PM

http://www.sherpa.ac.uk/romeo/).
mailto:(permissions.dordrecht@springer.com
mailto:permissions.heidelberg@springer.com).
mailto:(permissions.dordrecht@springer.com
mailto:permissions.heidelberg@springer.com)
https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...


licensing transaction.

Indemnity
You hereby indemnify and agree to hold harmless Springer Science + Business Media and
CCC, and their respective officers, directors, employees and agents, from and against any
and all claims arising out of your use of the licensed material other than as specifically
authorized pursuant to this license.

No Transfer of License
This license is personal to you and may not be sublicensed, assigned, or transferred by you
to any other person without Springer Science + Business Media's written permission.

No Amendment Except in Writing
This license may not be amended except in a writing signed by both parties (or, in the case
of Springer Science + Business Media, by CCC on Springer Science + Business Media's
behalf).

Objection to Contrary Terms
Springer Science + Business Media hereby objects to any terms contained in any purchase
order, acknowledgment, check endorsement or other writing prepared by you, which terms
are inconsistent with these terms and conditions or CCC's Billing and Payment terms and
conditions. These terms and conditions, together with CCC's Billing and Payment terms and
conditions (which are incorporated herein), comprise the entire agreement between you and
Springer Science + Business Media (and CCC) concerning this licensing transaction. In the
event of any conflict between your obligations established by these terms and conditions and
those established by CCC's Billing and Payment terms and conditions, these terms and
conditions shall control.

Jurisdiction
All disputes that may arise in connection with this present License, or the breach thereof,
shall be settled exclusively by arbitration, to be held in The Netherlands, in accordance with
Dutch law, and to be conducted under the Rules of the 'Netherlands Arbitrage Instituut'
(Netherlands Institute of Arbitration).OR:

All disputes that may arise in connection with this present License, or the breach
thereof, shall be settled exclusively by arbitration, to be held in the Federal Republic of
Germany, in accordance with German law.

Other terms and conditions:

v1.3

Questions? customercare@copyright.com or +1-855-239-3415 (toll free in the US) or
+1-978-646-2777.

Rightslink Printable License https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...

3 of 3 7/22/2015 11:04 PM

mailto:customercare@copyright.com
https://s100.copyright.com/App/PrintableLicenseFrame.jsp?publisherID...

