
Communication Infrastructure for the Smart Grid:

A Co-Simulation Based Study on Techniques to Improve the

Power Transmission System Functions with Efficient Data Networks

Hua Lin

Dissertation submitted to the Faculty of the

Virginia Polytechnic Institute and State University

in partial fulfillment of the requirements for the degree of

Doctor of Philosophy

in

Computer Engineering

Sandeep Shukla

Lamine Mili

A. Lynn Abbott

Yaling Yang

Christian Wernz

September 27, 2012

Blacksburg, Virginia

Keywords: Co-Simulation, Wide Area Measurement System, Smart Grid, Remote Backup

Relay, All-PMU State Estimation, Out-of-Step Protection

©Copyright 2012, Hua Lin



Communication Infrastructure for the Smart Grid:

A Co-Simulation Based Study on Techniques to Improve the

Power Transmission System Functions with Efficient Data Networks

Hua Lin

(ABSTRACT)

The vision of the smart grid is predicated upon pervasive use of modern digital communica-

tion techniques in today’s power system. As wide area measurements and control techniques

are being developed and deployed for a more resilient power system, the role of communi-

cation networks is becoming prominent. Advanced communication infrastructure provides

much wider system observability and enables globally optimal control schemes. Wide area

measurement and monitoring with Phasor Measurement Units (PMUs) or Intelligent Elec-

tronic Devices (IED) is a growing trend in this context. However, the large amount of

data collected by PMUs or IEDs needs to be transferred over the data network to control

centers where real-time state estimation, protection, and control decisions are made. The

volume and frequency of such data transfers, and real-time delivery requirements mandate

that sufficient bandwidth and proper delay characteristics must be ensured for the correct

operations. Power system dynamics get influenced by the underlying communication infras-

tructure. Therefore, extensive integration of power system and communication infrastructure

mandates that the two systems be studied as a single distributed cyber-physical system.

This dissertation proposes a global event-driven co-simulation framework, which is termed as

GECO, for interconnected power system and communication network. GECO can be used

as a design pattern for hybrid system simulation with continuous/discrete sub-components.

An implementation of GECO is achieved by integrating two software packages: PSLF and

NS2 into the framework. Besides, this dissertation proposes and studies a set of power

system applications which can be only properly evaluated on a co-simulation framework like

GECO, namely communication-based distance relay protection, all-PMU state estimation

and PMU-based out-of-step protection. All of them take advantage of interplays between

the power grid and the communication infrastructure. The GECO experiments described

in this dissertation not only show the efficacy of the GECO framework, but also provide

experience on how to go about using GECO in smart grid planning activities.
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Chapter 1

Introduction

1.1 Background

The modern power system has advanced to the point where the system can no longer be

operated without wide area control systems [4–6]. The advent of system infrastructure re-

structuring and the vision of the smart grid have further prompted the concomitant control

systems to reach an unprecedented level of sophistication. It can be predicted that more

state-of-the-art computational and communication techniques will be integrated into the

power system to carry the control system from local to wide area scope. As a result, the

power system will be operated and controlled with the help of an underlying communica-

tion network where large amount of information will be exchanged. For example, the power

system equipped with high-bandwidth communication networks, complex digital processing

is a growing trend as a way to improve the resilience and robustness of the transmission

subsystem [7]. This new interdependent configuration of the power system and the com-

munication network brings challenges which have not been seen before. The structure of

the communication network to be laid out in the national power grid, the communication

protocols to be used, the physical media, the distributed algorithms to make decisions on

power system state and required control actions, the hierarchy of communication and control

network, and many other issues remain unsettled to date. This mandates that we need power

system and communication network co-simulation as opposed to only a stand-alone power

grid simulator or a stand-alone network simulator. It is prudent that we take into account

1



2

these considerations during the design phase.

1.1.1 Demand for Co-Simulation Tools

A report prepared by the US Department of Homeland Security [8] advocates the need for

a national power grid simulator. It is recommended that such a simulator should allow for

modeling various possible disruptive events, studying interdependencies between the power

grid and other critical infrastructures, and allow for planning and design of smarter capabil-

ities of the national grid to enhance resilience, robustness, integration of renewable energy

sources. Even though this report does not specifically deal with the embedded computa-

tional and communication capabilities envisioned for the future smart grid, there are already

many efforts worldwide to enable various power grids to communicate data in real-time over

wide areas, and use networked and distributed control to avoid various disastrous scenarios

including blackouts, unwarranted generation shutdowns, unwarranted frequency excursions,

inter-area oscillations, voltage instability, and so on.

If we can implement an effective, scalable and efficient power system and communication

network co-simulator, we can design wide-area measurement and control schemes that have

hitherto not been considered, and easily simulate its effectiveness and optimize the design

and cost. For instance, PMU-based wide area measurement systems (WAMS) would have

readily benefited from such a simulator [9]. However, there is a mismatch in the simulation

models [10]: power system dynamic simulation uses time-driven methods while communica-

tion network simulation uses event-driven methods. These two simulation models must be

seamlessly integrated to ensure a reliable synchronization in between.

1.1.2 Demand for System Interdependence Study

The infrastructure interdependence of the power system and the communication network

may not be obvious [11]. In general, the communication devices need power feeder lines

to deliver electrical energy to maintain their normal functions. In the case that a power

outage happens, those devices can lose power or be temporarily switched to backup power

supplies such as battery, flywheel, etc. If the power delivery can not be recovered on time,

communication will be disconnected. On the other hand, WAMS applications highly rely



3

on the communication networks to collect system measurement data and distribute control

decisions. In the case where a communication network outage happens, communication can

be terminated or alternative channels can be built up or the WAMS applications can be

turned back to the autonomous mode. If the power system and communication network

are closely interconnected, in either outage case, the performance of the entire system is

expected to be degraded.

Although the interdependence of the two individual systems is very crucial, currently there

is no appropriate theoretical model for it. This is partially owing to the uniqueness and

complexity of each individual system. Among all the related works, there are basically three

ways to study the infrastructure interdependence. The first one is to simply study the com-

munication network as a general network controlled system (NCS). The electrical properties

of the power system are ignored. The focus of the study is to examine if the communication

network can support a certain amount of data flows [7, 12, 13]. The second one is to study

the power system and the communication network separately and sequentially. Examples

are [14, 15]. In this case, the communication network is studied first either by theoretical

modeling or running simulations. The communication characteristics are extracted and then

integrated into the power system model as state variables or functional blocks. By tuning

the variables or the blocks, the impacts of the communication network on the power system

can be shown. The third method is to study the entire system as a hybrid system with

subsystems using distinct models. It is introduced by [16, 17]. This method requires pow-

erful software tools to model and simulate the power systems and communication networks

together. But such kind of tools are not widely available. In this dissertation, the third

method is favored because it gives the best modeling of the actual system.

The system interdependence also varies among different WAMS applications since every

application requires unique interactions between the power system and the communication

network. In this dissertation, we propose and study a set of WAMS applications which

have distinct communication requirements. Thus, instead of giving unanimous solutions

or conclusions, we study the system interdependence case by case based on co-simulation

results.



4

1.2 Contributions

In response to the demands for co-simulation tools and system interdependence study, this

dissertation makes several contributions as follows:

1.2.1 Design of a GECO Framework for Reliable Power System

and Communication Network Co-Simulation

This dissertation proposes a power system and communication network co-simulation frame-

work called GECO. GECO stands for Global Event-driven Co-simulation which can be seen

as a universal design pattern for hybrid system co-simulation. This framework integrates

two individual simulators, one for power system and one for communication network. GECO

requires a global event queue to store the interleaved simulation events from power system

simulation and communication network simulation respectively and the events are processed

in chronological order. This framework has been proved to have reliable synchronization

between two individual simulators and have better simulation fidelity than other solutions.

This dissertation further implements the GECO framework by integrating two software pack-

ages: PSLF and NS2. The co-simulation platform enables the study of a set of promising

power system applications in which system interdependence is significant.

1.2.2 Study of a Communication-based Power System Remote

Backup Relay Protection Scheme

This dissertation proposes a communication-based remote backup distance relay protec-

tion scheme for transmission subsystems. Traditional backup distance relays work in a

time-delayed manner and may erroneously trip due to hidden failures [18]. The proposed

protection scheme allows the relays to communicate with each other and coordinate the

protection actions via a communication infrastructure. Communication gives relays better

system visibility so that global optimal protection action can be achieved. Two modes of

communication are integrated into the protection scheme: master-to-slave and peer-to-peer

with pros and cons respectively. Then, the reliance on communication infrastructure of the
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protection scheme is studied by running simulation cases on GECO.

1.2.3 Study of the Impact of Communication Infrastructure on

All-PMU State Estimator

This dissertation studies the communication network impact and cyber attack vulnerability

of the all-PMU state estimator for power system monitoring. All-PMU state estimator

provides linear state estimation and much faster scanning rate than the traditional one. The

amount of data collected by PMUs is large and they need to be transferred to regional and

global phasor data centers. As a result, having sufficient bandwidth in the communication

infrastructure as well as proper delay characteristics will matter in the correct operation

of all-PMU state estimator. Therefore, the communication infrastructure of the all-PMU

state estimator is studied on GECO using sensitivity analysis. Key network parameters are

tuned to find the critical points of reliable power system monitoring. Furthermore, several

network contingency scenarios which can be caused by cyber attacks or component failures

are considered to stress test the all-PMU state estimator.

1.2.4 Study of a PMU-based Out-of-Step Protection Scheme

This dissertation proposes a PMU-based out-of-step protection scheme which intends to

identify coherent generator groups and determine islanding locations in real time. Out-of-

step protection schemes using PMUs have been discussed in [7, 19]. Properly deployed PMUs

measure the rotor angles of the generators in the system and send the measurements to a

central controller. Out-of-step condition can be identified by offline simulation and islanding

locations are predetermined from simulation results. This dissertation proposes algorithms to

identify the out-of-step condition using real-time measurements and determine the islanding

locations based on identified coherent generator groups. This out-of-step protection scheme

is validated preliminarily on GECO. For large scale power system where offline simulations

are not sufficient or a chain of disturbances are placed in the system, the proposed out-of-step

protection scheme gives a potential solution.
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1.3 Dissertation Organization

Chapter I

Introduction

Chapter II

Related Work

Chapter III

Co-Simulation

Framework GECO

Chapter IV

Communication-Based

Distance Relay Protection

Chapter V

All-PMU State Estimation

Chapter VI

PMU-Based Out-of-Step

Protection

Chapter VII

Conclusion and Future

Work

Chapter Contribution

Figure 1.1: Dissertation organization

The organization of this dissertation is shown in Fig. 1.1: In Chapter 2, related works about

the power system and communication network co-simulation tools and the relevant studies

about the system interdependence are surveyed. Then, Chapter 3 proposes the global event-

driven co-simulation framework GECO. The principle of GECO and its advantage over other

solutions is shown. The implementation of the GECO framework lays the foundation for

the following three chapters where each chapter represents a case study on GECO. Chap-

ter 4 proposes the communication-based distance relay backup protection scheme. Chapter 5

studies the communication infrastructure impact on the all-PMU state estimator. Chapter 6

proposes a real-time PMU-based Out-of-Step protection scheme. Each one of the case studies
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requires interplays between the power system and the communication network. The GECO

framework helps the design and validation of these promising wide area measurement sys-

tem applications. The dissertation is concluded and future research works are discussed in

Chapter 7.



Chapter 2

Related Work

2.1 Co-Simulation of Power System and Communica-

tion Network

Co-simulation framework for heterogeneous systems which integrate different simulation

models is not a rarity in academia [20–23]. There is great need in many research domains

to combine different simulations together as a single co-simulation platform [24–30]. How-

ever, it is relatively new for communication-based power system applications. There has

been some research on power system control analysis with consideration of communication

networks [7, 13]. However, owing to the lack of proper modeling tools, the communication

characteristics in their research have to be either largely simplified or strong assumptions

have to be made [14]. Apparently, neither stand-alone power system simulation nor stand-

alone communication network simulation is sufficient to precisely model a fully intercon-

nected power system and communication network. As the restructuring of the power system

grows, reliable co-simulation tools are expected to be system designers’ favorite to study

communication-based power system applications. Table. 2.1 summarizes some related works

in this direction.

EPOCHS [16] pioneered the efforts to build a power system modeling tool with consideration

of the underlying communication network. The EPOCHS approach is based on federated dy-

namic simulations which integrates sub-components under the high-level architecture (HLA)

8
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Table 2.1: Comparison of co-simulation frameworks

Target Components Synchronization Scalability Real-time

EPOCHS[16]
Dynamic simulation for

PSCAD, PSLF, NS2 Time-stepped Good for large system No
WAMS applications

ADEVS[17]
Dynamic simulation for

Adevs, NS2 DEVS
Limited, have to rewrite

No
WAMS applications codes for different systems

Zhu et al.[15]
Dynamic simulation for

Simulink, OPNET Not addressed Medium size No
WAMS applications

VPNET[31]
Remotely controlled

VTB, OPNET Time-stepped
Limited to single or small

No
power devices number of power devices

PowerNet[32]
Remotely controlled

Modelica, NS2 Time-stepped
Limited to single or small

No
power devices number of power devices

Tong et al.[33]
General network OPNET only, power

Delay estimation
Limited size due to

No
controlled system system part is virtual virtual power system

Davis et al.[34]
SCADA cyber security,

PowerWorld, RINSE N/A (static) Good for large system Yes, Partial
system visualization

TASSCS[35]
SCADA cyber security,

PowerWorld, OPNET N/A (static) Good for large system Yes, Partial
system visualization

GECO
Dynamic simulation for

PSLF, NS2 Global event-driven Good for large system No
WAMS applications

framework. Three off-the-shelf simulators: PSCAD/EMTDC for transient protection simu-

lation, PSLF for power system stability simulation and NS2 for computer network modeling,

are integrated together as a co-simulation platform. A carefully designed software mediator,

called ”runtime infrastructure” (RTI), is responsible for interfacing and synchronization be-

tween the individual simulators. RTI allows the simulators to exchange data periodically via

itself. The synchronization algorithm used in EPOCHS is a simple “time-stepped” method.

In this method, the individual simulators run independently but will halt at fixed points in

time called synchronization points where information can be exchanged among simulators.

After exchanging information, the simulators will restart the simulation themselves until the

next synchronization point is reached. The simulators will repeat this “run-halt-exchange-

restart” cycle until the simulation stop time is met. Basically, the user is free to set the time

interval between the synchronization points. However, this synchronization method is not

reliable. For example, if a certain system event, which requires interactions among simula-

tors, occurs between the synchronization points, the event has to be buffered temporarily.

The event cannot be processed until the next synchronization point. Therefore, simulation

errors may be accumulated. In particular, if the WAMS application is latency-sensitive or

if it requires extensive interactions between the power system and communication network,
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the synchronization method may degrade the simulation fidelity. In that case, the users of

EPOCHS will face a dilemma between precision and efficiency when they want to choose a

proper synchronization interval.

A work similar to EPOCHS is reported in [17] trying to improve the synchronization method.

In this approach, the power system is modeled using DEVS formalism and encapsulated in

the adves software package. The communication network is modeled in NS2. Then the

simulators are integrated under the DEVS framework [36]. Theoretically, this hybrid simu-

lation environment gives better synchronization than EPOCHS since DEVS is suitable for

both continuous system modeling and discrete-event system modeling. However, the DEVS

package that has been used is designed for general discrete event system rather than power

system simulations. Therefore, the users have to implement their own power system dynamic

simulation code conforming to the DEVS specification. This customization may affect the

reliability of power system simulation and the scalability of the system. Furthermore, since

most commercial power system modeling and simulation tools are not DEVS-oriented, this

simulation approach cannot be readily applied to other simulators.

In [15], an integration of MATLAB Simulink and OPNET is reported to study the impact

of Information & Communication Technology(ICT) architecture on the reliability of WAMS

applications. They use OPNET to simulate a detailed hierarchical ICT infrastructure which

connects PMUs and PDCs. All the processes pertaining to phasor data measurement, collec-

tion and calculation are properly modeled in OPNET. The communication parameters are

tuned to study the latency sensitivity of PMU-based applications. Critical operation point

of the system can be found in this way. Although this paper presents an interesting approach

that uses co-simulation of power system and communication network to study the system

interdependence, the synchronization method in their framework and how the simulators are

integrated have not been addressed.

In [31], an integration of Virtual Test Bed (VTB) software and OPNET called VPNET is

introduced for simulating remotely controlled power electronic devices in the power system.

The synchronization method used in this paper is similar to the EPOCHS’s method. The

co-simulation coordinator samples value periodically from both simulators based on a global

simulation time step. Therefore, it accumulates the same kind of system errors as EPOCHS.

Moreover, VTB is a software tool for simulating power electronics and energy systems, so it
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may not scale well for large scale power systems. If there are only a few power devices of

interest in the system, VPNET should be able to handle the simulation since the communi-

cation between devices may not be significant. Especially for the case study in this paper,

the network infrastructure consists of only two nodes. However, if the power system is large,

the limitation of VPNET will be prominent. A similar work called PowerNet is reported in

[32] which integrates Modelica and NS2. The synchronization method and scalability feature

are all the same.

An extension of OPNET to simulate wide-area communication networks in power system is

proposed in [33]. In this framework, the power system dynamic simulation is simplified as a

virtual demander. Whenever the demander requests to transmit data on the network, it sus-

pends itself and creates a packet in OPNET. OPNET will simulate the total communication

delay of this packet and report it back to the virtual demander. Then, the virtual demander

will restart itself and continue to simulate a same amount of time as the communication de-

lay received from OPNET. At this time, the virtual commander will process all the actions

associated with the data packet. In this way, no synchronization errors will be accumulated.

But this method is only suitable for one agent, one packet request scenario. If there are

multiple agents in the system willing to transmit data within the same time period, this

framework fails due to its single-threaded implementation. To simulate a complex hybrid

system, alternative solutions are necessary. Other similar works are reported in [37–40].

Another category of co-simulation of power system and communication network is reported

in [34] where a SCADA cyber security test bed is designed. The research focus of this test

bed is to assess the vulnerability of the communication infrastructure of the power system

against cyber attacks. This type of study is not latency-sensitive. Therefore, it does not

require synchronization considerations between simulators. The test bed runs in a distributed

manner on several computers. The power system is simulated in PowerWorld software on

an individual server. There are also several computers called network clients which can read

data from PowerWorld through a VPN network and a real-time network simulator RINSE.

The network attacks can be generated and studied as part of network simulations and the

power system dynamics is not a big concern here. A very similar SCADA cyber security test

bed is proposed in [35] which integrates PowerWorld and OPNET.

Most of the works reported in Table. 2.1 involve the reuse of existing off-the-shelf software.
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This is a natural choice since they are more reliable and scalable as long as they can be

properly modified and customized. Rewriting new simulation engines from scratch is costly

and time-consuming. Other possible options include software/hardware hybrid emulation

environments or hardware testbeds. For example, since the scale of some SCADA systems is

smaller than WAMS applications, it is possible to build emulation environments for SCADA

testbeds. In [41, 42], a SCADA testbed PowerCyber using scale-down field devices to rep-

resent the real system is documented. However, our co-simulation framework aims at the

modeling and simulation for the wide area power system monitoring, protection and control

schemes. Building hardware emulation system at the national level is prohibitively expen-

sive. Even if it is possible to make assumptions to scale down the system, the fidelity of the

emulation cannot be guaranteed. For example, the communication infrastructure dedicated

to the power system could be isolated from other overwhelming networks such as Internet.

The communication topology, protocols, routing scheme and background traffic at different

levels can be significantly different.

Another attractive solution is to use real-time simulators. Real Time Digital Simulator

(RTDS) is a well-known real-time power system simulator which is capable of performing

closed loop testing of devices [43–45]. RTDS simulation related to IEC 61850 communication

has been reported in [46]. However, the scale of the hardware in the closed loop is limited

to local scope. Deploying RTDS simulation on a large-scale distributed network is difficult.

Therefore, integrating another real-time communication network simulator with RTDS will

be a better option. But real-time simulators allowing open access are always rare so that this

kind of real-time co-simulation implementation has not been published. Synchronizing two

real-time simulators is also a challenging problem as both simulators need to be synchronized

to real world clock. This requires that a real-time simulation coordinator be designed to

exchange information between the simulators. Nevertheless, it is expected that real-time

co-simulation platform will draw more interest in the future.

2.2 System Interdependence Study

As mentioned in Section 1.1.2, there are mainly three approaches to study the system inter-

dependence of interconnected power system and communication network. All the research
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work described in Section 2.1 use the third approach. In this section, additional research

works on system interdependence study will be presented.

Some research uses the first approach mentioned in Section 1.1.2 to study the communica-

tion infrastructure for future power systems. In [12], Xie et al. study many power system

disturbance reports from NERC and point out the importance of the IT infrastructure for

a modern power system. Based on the analysis of the disturbance data, deficiencies of the

legacy system are concluded as: lack of real-time system data, limited network facilities

and low data bandwidth, frequent communication failure etc. [47]. Accordingly, a new

conceptual IT infrastructure is proposed to improve the system performance across all the

levels of the power system. The proposal brings in a lot of advanced computer techniques

to the power system domain, although some of them are already popular in other network

infrastructures like the Internet. In [48] Ericsson elucidates the requirements of the commu-

nication network for the power system. However, solutions to fulfill the requirements are not

provided. Then in [7], a WAMS study with more communication details is reported. Cur-

rent implementations of WAMS involve the deployment of PMUs all over the transmission

network, promoting the construction of a communication infrastructure an urgent task. [7]

proposes several promising WAMS applications which can benefit greatly from an advanced

communication infrastructure. The WAMS applications are classified into three categories:

monitoring, protection and control. For each WAMS application, the requirements of the

network throughput and latencies are calculated and compared on the basis of the IEEE

standard C37.118 [49]. This research provides fundamental guidance on how to design a

sufficient communication network for future WAMS applications. Later in [13], a hypothet-

ical WAMS network infrastructure is built in OPNET simulation software. The network

represents a possible IT solution for PMUs in the Nordic region. Several configurations of

wide-area network (WAN) and local-area network are combined to find an optimal solu-

tion. The simulation results shows the minimal requirements of the communication delays

to support a WAMS in that area.

The second approach in Section 1.1.2 has also been reported in the literature. In [14], the

communication latency impact on an inter-area mode damping scheme is studied. First, the

communication delays in the system are estimated from four classical delay models. The

total delay of a communication path in the system is calculated by summing up the delays

of the sub-segments of the path. This estimation of delay is accurate only if there is no
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background traffic on the network. Otherwise, the delays on different communication path

are not independent from each other any more. The accuracy of the estimations cannot be

guaranteed. Then, a control block which represents the contribution of this delay is attached

to the remote input of the power system stabilizer (PSS). The simulation results show that

the performance of PSS may degrade due to the communication delay. In [50], a similar

approach is used to design an inter-area oscillation damping controller using a static var

compensator. The controller receives measured signals from a remote location. The time

delay of the signal transmission is assumed to be comparable to the time periods of the critical

inter-area modes. Therefore, the delay is considered in the controller design. The controller

is H∞-based and a unified Smith predictor (USP) approach is adopted. In this work, the

time delay is assumed to be constant and the system performance is validated under different

operation conditions. Later in [51], another similar work is proposed. This work not only

consider the delay impact on a nonlinear robust integrated controller, but also consider the

case when the measurements are not not complete. By running extensive simulations, the

results show that the delay-oriented design shows “less settling time, swing times, oscillatory

peak value and more critical clear time and better voltage stability performance” than the

conventional ones [51].

As for the third approach in Section 1.1.2, other than the works introduced in Section 2.1,

there are also many productive research works using EPOCHS as their simulation foundation

[52]. In [53], a communication protocol used for substation automation is studied. Hopkinson

et al. study the future trend of utility communication infrastructure from the Quality-of-

Service point of view in [54]. Coates et al. propose a trust system to improve the cyber

security aspect of the SCADA system in [55]. In [56], Giovanini et al. propose a primary

and backup protection scheme using wide area relay agents. The agents can cooperate proper

protection action via open protocol even if communication fails. The protection scheme is

formally studied in [57]. Other similar communication-based relay protection are listed in

[39, 58–62] although they are not supported or validated on a co-simulation platform. In [63],

a global special protection system is proposed to maintain system stability after contingency.

There are agents attached to power system components in the system such as generators and

loads. Their roles are to properly reject power generations or shed load consumption when

necessary. Their actions are coordinated by a central controller who monitors the system

status and assigns control quotas.
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To design a new WAMS-based power system application, it is important to know which

approach mentioned in Section 1.1.2 should be used in the very beginning. It depends on

many factors. But in general, the first approach is suitable for applications with no feedbacks

from the power system. One example is power system monitoring. The second approach is

suitable for applications where the communication is simple and point-to-point. The third

approach is suitable for more general and complicated cases. In this dissertation, we are

aiming at WAMS applications which require significant interplays between the power system

and the communication network. Therefore, the third approach is favored.



Chapter 3

Co-Simulation Framework GECO

The key issue of the design of the power system and communication network co-simulation

framework is that it has to accurately synchronize the simulation time in two distinct sim-

ulation models. The power system simulation usually uses time-driven method while the

communication network simulation usually uses event-driven method. In this chapter, the

simulation techniques for power system and communication network will be briefly reviewed.

Then, the co-simulation framework will be proposed based on the foundation of the analysis

of these simulation techniques and other co-simulation frameworks like EPOCHS.

3.1 Power System Dynamic Simulation

Power system dynamic simulation is commonly modeled as a time-driven or continuous-

time system simulation. In a time-driven system, the system dynamics are represented by

a set of differential equations in which the transitions between continuous state variables

are defined. For simple cases, the differential equations can be solved analytically to get

closed form solutions. However in most cases such closed form solutions are not available.

Instead, numerical algorithms are used for general cases. Usually, the differential equations

are discretized and the time base is divided into small steps. The next system state is derived

from current system state. Then, the small variations of the state variables are integrated to

approximate the system trajectory. The discretized time step is often very small so that the

system variables do not have an abrupt transition within the time step.The discretization

16
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and integration process can be represented as:

S(t0) = S0

∆Sn = F (Sn, Xn,∆tn)

Yn = G(Sn, Xn,∆tn)

Sn+1 = Sn +∆Sn

tn+1 = tn + δtn

where S stands for system state variables; Sn denotes the nth sample of S at time tn; ∆tn

denotes the nth time step; ∆Sn denotes the variations of the state variables at time tn; X

denotes the system input variables and Y denotes the system output variables; F denotes

the set of differential equations and in the end G denotes the system output functions.

An example of this numerical algorithm for power system dynamic simulation is illustrated in

Fig. 3.1. The system is initialized by executing power flow calculations which provide initial

system state values. Next, the simulation enters a loop which represents the main body of the

algorithm. Within this loop, the network boundary variables for dynamic models connected

directly to the system network are calculated. Then, the secondary variables of dynamic

models are calculated from system state variables. An iteration in this loop is completed by

calculating state variable derivatives. At this point, the system time is advanced by a preset

time step or a time calculated from the current system state. The loop is repeated until

the simulation reaches the stop time or the system reaches a certain state. Alternatively,

the simulation loop can be expanded on a timeline axis as depicted in Fig. 3.1 for better

illustration. The algorithm flow is actually a sequence of discrete iteration rounds on the

timeline with small time intervals in between. This sequence shows that a time-driven system

in fact is numerically solved in a discrete manner.

3.2 Communication Network Simulation

Communication network simulations are usually performed using a discrete event-driven

method. Discrete event-driven simulation is suitable for systems whose state is only subject

to change due to discrete events. The occurrences of events are usually unevenly distributed
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Figure 3.1: Example of the power system dynamic simulation

with respect to time. Time discretization into small time intervals as done in continuous

time systems cannot be appropriately applied to discrete event systems since the time step

is difficult to select. If the time step is selected too small then it will waste simulation times

since system state remains unchanged during many consecutive time steps. If the time step

is selected too long, then many events could be missed during a single time step. Instead,

in discrete event-driven simulation, the system time directly hops between events. An event

scheduler is usually designed to record current system time and process the events in an

event list. The event list stores system events with time-stamps in a chronological sequence.

This event list can be implemented as a priority queue, an array or a list [10]. The scheduler

initializes the system state and the event list in the beginning of the simulation. When the

simulation starts, the scheduler processes the event on top of the event list and handles the

relevant actions. Then the scheduler adjusts the system time directly to the time of the next

event in the list. The entire simulation stops when the system time reaches the stop time or
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the system reaches a certain state such as there is no more event in the event list.

Fig. 3.2 shows an example of a communication network simulation that uses event-driven

method. When the simulation starts, node 1 sends a packet to node 4 via node 2. The first

event in the list should be “node 1 sends a packet to node 2” with an inital timestamp. A

receiving event by node 2 is predicted based on the communication link properties. Then

the second event “node 2 receives a packet from node 1” will be created and placed in the

event list. When the second event is processed, a third event will be created as “nod 2 sends

a packet to node4”. The occurrence time of the third event can be estimated from the node

model and the routing protocol. The network simulation will continue this way until the

ending criteria is satisfied.
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Figure 3.2: Example of the communication network simulation

3.3 Co-Simulation Framework GECO

Since the simulation techniques for power system and communication network are different,

synchronization mechanism between them is the most crucial issue leading to a successful

co-simulation design. An intuitive method is using explicit time-stepped synchronization

which is adopted in [16]. This framework is shown in Fig. 3.3. In this method, several syn-
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chronization points are predefined. In Fig. 3.3, the top time axis represents the power system

dynamic simulation process and the bottom time axis represents the communication network

simulation process. When the co-simulation starts, two processes run independently until

both of them reach a synchronization point, as denoted by dashed vertical lines in Fig. 3.3.

It is the point where two processes suspend the running themselves and start to exchange

information. Typical information exchanged includes sending measurements data to the

communication network or actuators in the power system receiving remote control com-

mands from the communication network. After the information is exchanged, two processes

will restart themselves until the next synchronization point.

This simple synchronization method can easily bring in simulation errors. If an event that

requests interaction between the two processes occurs between the synchronization points,

it has to be buffered temporarily and wait until the next synchronization point to be pro-

cessed. If the power system simulation time step is steady, there will be same number of

simulation rounds between synchronization points. But there can be any number of network

events between synchronization points since they are unevenly distributed. Then, if there

is a fault that occurs in the power system between two synchronization points, the power

system simulator can not deal with it right away but has to wait to take action. This is

indicated by “Error 1” in Fig. 3.3. On the other hand, if a control message is received by a

software agent in the network process, it has to wait as well until the next synchronization

point to apply it in the power system. This is indicated by “Error 2” in Fig. 3.3. These

errors create unwanted time delays in the simulation but they do not exist in a real system.

Therefore, the synchronization method used in [16] may accumulate simulation errors over

time. Theoretically, each error can be as large as one synchronization time step.

The root of this problem owes to the difficulty to select proper synchronization points. A new

co-simulation framework called GECO (Global Event-driven Co-simulation) is accordingly

proposed which avoids these synchronization errors. Our co-simulation runs globally in

a discrete event driven manner as shown in Fig. 3.4. Since the power system dynamic

simulation is in fact solved in discrete manner as shown in Fig. 3.1, each of the iteration

rounds is treated as a special discrete event in this framework. A global event scheduler is

designed as the global time reference and co-simulation coordinator. A global event list is

also prepared by interleaving the power system iteration events with other communication

network events according to their timestamps. Therefore, only one event is allowed to be
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Figure 3.3: Synchronization with errors

processed at the same time. This is illustrated by the single time axis in Fig. 3.1. The

global scheduler checks the global event list to identify if the next event is a power system

simulation event or a communication network event and yields the control accordingly. More

importantly, the simulation processes can suspend themselves after handling each event and

yield the control back to the global scheduler. In this way, whenever there is an event

that requests interaction, it can be processed immediately by the global scheduler without

unnecessary time delay. Both errors in Fig. 3.3 are eliminated in this framework. Therefore

the GECO framework has reliable synchronization between the power system simulation and

the communication network simulation and has better simulation fidelity than other related

works.

3.4 Co-Simulation Formalism

It is necessary to show that our global even-driven co-simulation framework does not un-

dermine the simulation integrity in each of the individual simulator since all the events are

mixed up. In this subsection, we will verify it using a formal approach. Discrete Event

System Specifications (DEVS) is a popular formalism to model and analyze general discrete
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Figure 3.4: Event-driven synchronization without errors

event systems. There are also many other equivalent formalisms but DEVS is more suitable

for this co-simulation framework. It is defined as a 7-tuple [36]:

M =< X, Y, S, ta, δint, δext, λ > (3.1)

where:

X is the set of input events;

Y is the set of output events;

S is the set of system partial states;

ta : S → T∞ is the lifespan function of the partial state;

δint : S → S is the internal transition function;

δext : Q×X → S is the external transition function;

λ : S → Y is the output function;

Q = {(s, e) | s ∈ S, e ∈ (T
∩

[0, ta(s)])} is the set of total states;

e is the time elapsed since last transition;

T = [0,∞), T∞ = [0,∞].

The interpretation of (3.1) for a communication network simulation is straightforward where

X,Y are the system input/output; S is the system state when a certain discrete event is

being processed; ta represents the time delay between the current event and the next event
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in the event list. δint stands for the relevant processes associated with an event where δext

stands for the impact of the input to the system state. Event-driven simulation is commonly

used for the system which can be modeled by DEVS.

It has also been shown that the power system dynamic simulation can be modeled by DEVS

[17]. For this particular case, S is the set of system state variables (voltage, current, etc.)

after each iteration round, ta represents the iteration time step and δint stands for the system

change after the integration of each time step.

The co-simulation framework in fact couples the power system and communication network

together. That is, the output event of the power system simulation is the input event of

the communication network simulation and vice versa. From the DEVS formalism point

of view, these two atomic DEVS systems actually form a coupled-DEVS which is another

7-tuple [36]:

N =< X, Y,D, {Mi | i ∈ D}, EIC, ITC,EOC, Select > (3.2)

where:

X is the set of input events;

Y is the set of output events;

D is the name set of sub-components;

{Mi} is the set of DEVSs that form the coupled-DEVS;

EIC ⊆ X ×
∪

i∈D Xi is the set of external input couplings;

ITC ⊆
∪

i∈D Yi ×
∪

i∈D Xi is the set of internal couplings;

EOC ⊆
∪

i∈D Yi × Y is the set of external output couplings;

Select is a tie-breaker function for time conflict of events.

The couplings define how the atomic DEVSs are connected to form a coupled-DEVS. For

the co-simulation framework, D denotes {P,C} which represents power system and commu-

nication network respectively. Mp,Mc denotes the DEVS models for them. EIC and EOC

denotes both empty and ITC denotes (Yp, Xc) ∪ (Yc, Xp).

It has been proved that DEVS is closed under coupling which means a coupled-DEVS N is

equivalent to a DEVS M ′. The proof can be done by construction [36] where:

XM ′ = XN ;

XM ′ = XN ;

SM ′ = ×i∈DQi (Qi is the total state set of each component);
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taM ′(SM ′) = min{tai(Si)− ei|i ∈ D};
δextM′ = (. . . , (si, ei), . . .) when EIC is empty;

δintM′ = (. . . , δexti , . . .) if it is an internal coupling or

δintM′ = (. . . , (si, ei), . . .) for other cases;

λM ′ = EOC(λi(si)).

The new taM ′ is the lifespan of the new partial state considering that event from other

DEVSs can potentially reduce its own original lifespan. This equivalent DEVS M ′ can

also be simulated using event-driven method. Therefore, the integrity of the individual

simulators still holds under our co-simulation framework. The proof also indicates that

global event-driven simulation is an effective approach for the interconnected power system

and communication network.

3.5 Co-Simulation Implementation

The co-simulation framework GECO is implemented by carefully integrating two individual

simulators: namely GE’s Positive Sequence Load Flow (PSLF) and Network Simulator 2

(NS2). The integration involves major modifications and extensions on both parts. The

simulators we choose are the same with EPOCHS [16], but our internal design is different

and the difference will be shown in later chapters through comparison of simulation results.

PSLF is a power system simulator designed by GE which provides both steady-state and

dynamic power system simulations capabilities. PSLF is able to simulate a system with up

to 60,000 buses and is equipped with a rich library of power system dynamic models. The

software is written in Java and provides numerous APIs via a script language called EPCL

for customized extensions. User-defined models written in EPCL can be integrated into the

existing software package. EPCL can also access the runtime simulation data and change

the simulation settings as needed. Although PSLF is not an open-source software, its design

feature enables users to build flexible extensions.

NS2 is a well-known communication network simulator aiming at the evaluation of network

protocols’ performance. It is open-source and is widely used in networking research domain.

NS2 is a general discrete event simulator with a rich library of network models which covers
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four protocol layers except the physical layer in the network reference model. The core of

NS2 consists of a set of complex subroutines written in C++. Therefore a script language

called Object Tcl (OTcl) is provided to users for easier simulation configuration and reuse.

A framework called ”OTcl linkage” links the OTcl codes to C++ codes implemented in

the background. Flexibility and efficiency of the simulation is balanced in this framework.

Since NS2 is open-source, users is free to add new network protocols or models in C++ and

configure them in OTcl with a proper mapping.
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Figure 3.5: The structure of the co-simulation implementation

Fig. 3.5 shows the structure of our co-simulation framework implementation. The global

scheduler and global event list are derived directly from the scheduler and the event list used

in NS2. Therefore, the co-simulation is controlled by a customized component in NS2. A

bi-directional interface is designed connecting PSLF and NS2 to exchange information in

between.

On the PSLF side, a dummy dynamic model ”epcmod” is added to the power system. It

only works as an interface to NS2 and does not affect the power system dynamics. In every

power system iteration round, this model updates all the power system data for NS2 and
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receives feedbacks from NS2 to change the simulation settings or the topology of the power

system accordingly. After every power system iteration round, it is also able to suspend the

PSLF simulation, yield the control to the global scheduler and wait for the command to run

the next round.

On the NS2 side, a new C++ class ”tcl PSLF” is created to coordinate the simulations of

PSLF and NS2 itself. This customized class is independent from all the other networking

classes and it is compiled together with other components in NS2. When the co-simulation

starts, this class pre-allocates a sequence of power system iteration rounds in the global

event list. This step is virtully realized by the Tcl codes in Fig. 3.6. When a power system

iteration round needs to be processed, it sends a command to PSLF to restart the suspended

simulation. Potential communication-based power system applications are designed in NS2.

The power system application classes are usually derived from the class “Application” in

NS2. These classes model the functions of the software agents in the power devices such as

digital relays, Phasor Measurement Units (PMUs) and Intelligent Electronic Devices (IEDs).

The power system data updated from PSLF will be distributed to these classes for further

analysis. The software agents are able to communicate with each other via the commu-

nication infrastructure in NS2 and control decisions are also made by some of them. The

communication protocols used by the power system applications are variants of existing net-

work protocols like UDP and TCP. Minor changes are applied to the UDP and TCP classes

to enable them to carry power system data.

1 #I n i t i a l i z e power system in t e g r a t i o n events

2 s e t time 0 . 0

3 f o r { s e t i 0} { $ i <= $round} { i n c r i } {
4 $ns at $time ” $p s l f i t e r a t e ”

5 s e t time [ expr {$time+$ t imestep } ]
6 }

Figure 3.6: Allocating power system integration events in the OTcl script

In the following chapters, several WAMS-based power system applications will be propoased

as case studies on the co-simulation framework GECO, namely communication-based dis-

tance relay protection, all-PMU state estimation and PMU-based out-of-step protection.
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The case studies will show a family of power system applications that can be only properly

studied using a co-simulation framework like GECO. The co-simulation results can also show

the system interdependence between the power system and the communication network and

how to design a proper communication infrastructure for future power system applications

using GECO.



Chapter 4

Communication-Based Distance Relay

Backup Protection

Relays are widely deployed in the power system to protect the system from short circuit

faults. There is a large variety of relays in service for different protection purposes. For

example, on the transmission level, directional distance relays play the leading role to pro-

tect the transmission lines. The trend of relay protection is that digital relays which uses

advanced microprocessor techniques are being used to gradually phase out traditional me-

chanical relays. However, the computation capability of current digital relays has not been

fully utilized. In this chapter, a new backup relay protection scheme which non-intrusively

makes use of the current infrastructure of digital distance relays and an underlying commu-

nication network will be introduced. The relays in this scheme communicate and coordinate

with each other via the communication network to make global optimal protection deci-

sions. Two communication modes will be covered: supervisory and ad-hoc. In the following

sections, the principle of this scheme will be investigated in detail.

4.1 Background

Distance (impedance) relays are usually deployed on the transmission level of the power

system. The operation of the distance protection relays is governed by the ratio of the

28
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magnitudes of current and voltage (impedance) measured by the relay. When a short-circuit

fault occurs, the measured impedance drops dramatically therefore revealing the fault. Also

the measured impedance indicates the distance from the fault to the distance relay.

As shown in Fig. 4.1, it is a common practice to assign three protection zones for the distance

relays. Zone 1 protection is the primary protection for each distance relay. It covers about

80% – 90% of the length of the first transmission line as shown in Fig. 4.1. Zone 2 protection

covers a little bit longer than zone 1, extending beyond the adjacent bus which is about 120%

of the length of the first transmission line. Zone 3 protection provides the longest coverage

which includes the entire first transmission line and about 80% of the second transmission

line. By properly adjusting zone 1, zone 2 and zone 3 settings, the distance relays can

achieve overlapped primary and backup protection of the transmission lines. Usually zone

1 protection is the primary protection and it operates instantaneously if a fault is observed.

Zone 2 and zone 3 protections are backups and they are operated with intentional time

delays. It is common practice to use longer time delay for longer protection reach of the

distance relays so that they can provide effective system protection without unnecessary

tripping. The time delay can be as long as 1 second for zone 3 relays.

Figure 4.1: Distance relay protection zones

Fig. 4.2 shows the trip and block regions of the distance relays. The decision is made based

on the measured impedance. The trip regions are usually three internal tangent circles. If

the measured impedance falls in one of the circles, the corresponding protection action will

be taken. The circles can be adjusted for different protection purposes.
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Figure 4.2: Distance relay trip and block regions [1]

4.2 Communication-Based Distance Relay Backup Pro-

tection

Although the transmission systems with protective relaying typically have the redundancy

in the form of backup relays, it is reported that such a system still may suffer from different

types of failures. For instance, zone 3 backup relays work in a time-delayed manner, the

system may encounter instability issues during the delay. It is also known that zone 3 relays

can actually erroneously trip or not trip due to hidden failures [64]. A hidden failure is

usually rare but could happen due to software or hardware errors in zone 3 relays. It may go

unidentified for a long time. However, such problems may manifest itself as extra sensitivity

of a zone 3 relay to even remote line overloading. Even though such an overloading might

be transient, or might not have reached a level where the zone 1 and zone 2 relays need to

take action, an over active zone 3 relay may trip, starting a sequence of other trips which

may lead to a cascading failure [65, 66]. New protection techniques are being sought out to

solve this problem [39, 56, 58–62].

Accordingly a new communication-based distance relay backup protection scheme is intro-

duced in this section that leverages the present distance relay protection infrastructure with
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the addition of an underlying communication network. Modern microprocessor-based digi-

tal relays are more reliable and efficient than traditional electromechanical ones, thus it is

possible to enhance them with software agents in order to design more elaborate protection

schemes. If the distance relays can communicate with each other through their software

agents then a coordinated protection scheme system can be formed. By virtue of exten-

sive communication, new protection schemes could have faster backup relay protection and

additional robustness to prevent false tripping. Based on the communication mode, two

communication-based protection schemes are discussed: supervisory (master to slave) and

ad-hoc (peer to peer).

4.2.1 Supervisory Protection

In the supervisory protection scheme, distance relays are interconnected as a network using

a communication infrastructure and their functioning is coordinated through extensive com-

munication. A central protection controller called ”Master Agent” coordinates the operations

of the digital relays in the system. Each distance relay has a software agent (Slave Agent)

associated with it. This software agent works as an interface for information exchange be-

tween the Master and the corresponding distance relay. In this mode, the protection scheme

system is able to provide more secure protection by avoiding hidden failure induced false

tripping.

The primary protection for the distance relays remains the same as the traditional distance

protection scheme, while the backup protection is different. In this scheme, when a backup

relay sees zone 2 or zone 3 faults, instead of waiting for a pre-set time delay to trip, the

relay proactively collects information from other relays to evaluate the status and make the

decision. This procedure is done by communication between slave agents and the master

agent. Firstly, the slave agent whose associated relay sees a remote fault submits a request

to the master agent for decision. The master agent then asks other slave agents in the fault

zone to see if others see the fault as well. Based on the feedback from other slave agents, the

master agent sends the final decision to the original slave agents. The entire communication

process in this scheme is shown in Fig. 4.3

Detailed operations of this master-slave mode supervisory protection scheme are shown in
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Figure 4.3: Supervisory protection communication

Fig. 4.4 and Fig. 4.5 using a finite state machine (FSM) representation. In the FSM, a circle

represents a certain state. An arrow line represents a transition from one state to another.

There is a fraction associated with each transition. The numerator position shows the event

which causes the transition and the denominator position shows the action taken due to that

event.

On the slave agent side, the relay starts from the ”normal monitoring” state and keeps

monitoring the transmission line. If a zone 1 (local) fault is observed the relay should trip

the transmission line immediately. If a zone 2 or zone 3 fault (remote) is observed, the slave

agent sends a decision request to the master agent and enters the ”wait for decision” state. If

the fault disappears during the wait state, the slave agent would go back to the normal state

and block whatever decision received from the master agent since this condition indicates

the fault may have been cleared by its own primary protection. If the fault persists and

the slave agent receives a trip decision from the master agent, the relay should trip the line

since the primary protection may have failed. If the slave agent receives a block decision

from the master agent but still sees the fault, this indicates the relay may have a hidden

failure or wrong setting. Then the slave agent should put the relay out of service and call

for maintenance. In this manner, the slave agents can both expedite the backup protection

and prevent hidden failure induced false tripping.

On the master agent side, when it receives a decision request from a slave agent, it enters

the ”processing decision request” state. A group of relays which are entrusted with the fault

area are selected and queried by the master agent. When the software agents of the selected

relays receive the queries, no matter which state they are in, they should report if they see

a fault back to the master agent. The master agent will try to make the final decision when

it receives a feedback. As long as a final decision could be made, the master should send it
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Figure 4.4: FSM of supervisory protection: slave agent

to the original slave agent to take action. Fig. 4.5 only shows the master agent operation for

one slave agent. Actually, when a fault happens in the system, multiple slave agents could

send request to the master agent. Therefore, the master agent should be a multi-threaded

program which can handle all the requests simultaneously.

Although there is extensive communication, the total communication time could still be

shorter than the traditional time delay settings for the zone 2 or zone 3 protections. How-

ever, the time delay associated with zone 2 or zone 3 should not be eliminated since the

network itself may fail. Either link failure or traffic congestion may significantly increase the

communication delay or even result in messages dropping. Hence if the communication-based

protection cannot complete within a certain time, the relays would revert to the traditional

distance protection mode as shown in Fig. 4.4.



34

Waiting for 

decision 

requests from 

slaves

Processing 

decision 

request for 

slave A

Receive decision 
request from slave A

Send querys to other slaves which 
covers the interested area

Receive report from one slave

Attempt to make decision

Decision not made

None

Decision made

Send decision to slave A

Waiting time out

None

Figure 4.5: FSM of supervisory protection: master agent

4.2.2 Ad-hoc Protection

In the supervisory protection scheme, the master agent is the most crucial component since it

coordinates all the slave agents. If the master agent fails, the entire protection scheme fails.

Another issue of the supervisory scheme is that the slave agents always communicate with

the master agent. This could lead to long and unstable communication times, depending

on how far the slave agent is from the master agent. In order to overcome these difficulties,

an ad-hoc protection scheme is considered. In this scheme, the master agent is removed

and its functions are duplicated in every slave agents. Now, the slave agents can directly

communicate with each other in a peer-to-peer manner as shown in Fig. 4.6.

Fig. 4.7 shows the FSM representation of the ad-hoc protection operations. The only type

of agent in this scheme is the peer agent. Each peer agent actually combines the operations

of the slave agent and the master agent. The main difference is that when a peer agent

sees a remote fault, it queries other peer agents in its zone directly. On receiving a report

from other peer agents, the peer agent makes the decision on its own. Hence, this is a fully

distributed and autonomous application based on ad-hoc communication.
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Figure 4.6: Ad-hoc protection communication
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Figure 4.7: FSM of ad-hoc protection

4.2.3 Relay Searching and Decision Making

In both protection schemes, a relay search procedure is required for the agents to determine

the responsible relay group when a fault is observed. A relay searching algorithm is imple-
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mented on a graph abstraction of the power system topology. The step-by-step instruction

of this algorithm is shown in Fig. 4.8. The power system topology is represented by an

undirected graph G(V,E). All the transmission lines are represented by edges and the buses

connecting to transmission lines are represented by vertices. The relay in this graph can

be represented by an ordered pair ((m,n),m), which means the relay locates at the side of

bus m of the transmission line (m,n). The algorithm basically consists of two major steps.

First, based on the relay that submits the decision request, the algorithm finds out the pos-

sible faulted lines. Then, for each possible faulted line, the algorithm finds out two primary

protection relays and all the backup relays for this line.

Algorithm

Input: A modified undirected system graph G(V,E); A relay represented by ((m,n),m)

Output: A relay set R

Steps:

1. Find the possible faulted lines set L: for each edge (u, v) ∈ E except (m,n), if

n = u or n = v, add (u, v) to L

2. Find the responsible relays for each line in L:

a. For each (u′, v′) ∈ L, add ((u′, v′), u′) and ((u′, v′), v′) to R

b. If n = u′, for each edge (u′′, v′′) ∈ E except (u′, v′), if v′ = u′′ add ((u′′, v′′), v′′)

to R, if v′ = v′′ add ((u′′, v′′), u′′) to R

c. If n = v′, for each edge (u′′, v′′) ∈ E except (u′, v′), if u′ = u′′ add ((u′′, v′′), v′′)

to R, if u′ = v′′ add ((u′′, v′′), u′′) to R

Figure 4.8: The relay searching algorithm

An example is presented here to better illustrate this algorithm. This algorithm is imple-

mented for the New England 39-bus system as shown in Fig. 4.9. It is assumed that there is

a fault on transmission line (4, 14) and its backup protection relay ((14, 15), 15) senses the
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fault. We then find all the responsible relays for relay ((14, 15), 15) following the steps in

Fig. 4.8. In step 1, we can find all the lines connected to bus 14 except (14, 15) where we

get lines (4, 14) and (13, 14). These two lines are all possible faulted lines although the real

fault should be located at only one line. Then within step 2, for line (4, 14), in step 2.a we

find its primary protection relays ((4, 14), 4) and ((4, 14), 14). Next, in step 2.b or 2.c we

find all the lines connected to bus 4 except (4, 14) which are (3, 4) and (4, 5) and then find

out the backup protection relays ((3, 4), 3) and ((4, 5), 5). For line (13, 14), following the

similar steps we find the final relay set for ((14, 15), 15), which are ((4, 14), 4), ((4, 14), 14),

((3, 4), 3), ((4, 5), 5), ((13, 14), 13), ((13, 14), 14) and ((10, 13), 10).

Figure 4.9: Relay searching on 39-bus system [2]

As long as the responsible relay group is determined, the protection decision will be made

based on the feedbacks from this group. Since relay protection is a time-critical application,
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a simple but effective decision making method is applied to the agents. The decision is

made based on the feedbacks from the slave agents or the peer agents, which are selected

using the relay searching algorithm. Based on the FSM in Fig. 4.4, 4.5 and 4.7 there are

totally four types of feedback reports that can be received from the agents: ”remote fault”,

”no fault”, ”fault tripped” and ”out of service”. Note that there is no ”local fault” feedback

report because if the primary protection relay works normally, a local fault should be tripped

immediately. Our decision making works as follows:

a. If the agent receives a ”remote fault” report, the trip decision can be made immediately.

Since the possibility of two relays have hidden failure simultaneously is very low, there is

no need to keep waiting for other reports in this condition.

b. If the agent receives a ”no fault” report, it should first check if all the relays in the

responsible relay set have reported back. If so the block decision can be made because

none of other relays see a fault implying a potential hidden failure. Otherwise, the agent

should keep waiting for other reports.

c. If the agent receives a ”fault tripped” report, no decision should be made. But the agent

should remove this reporting relay from the responsible relay set since this report won’t

affect the decision any more.

d. If the agent receives an ”out of service” report, no decision should be made and the

reporting relay should also be removed as well.

4.3 Co-Simulation on GECO

In this section, the proposed communication-based distance relay backup protection schemes

will be studied in detail on GECO. The protection schemes are applied to the New England

39-bus system as shown in Fig. 4.10. In this benchmark, there are in total 10 generators,

39 buses, 12 transformers and 34 transmission lines. Consequently, 68 distance relay agents

are placed in the system - two agents for each transmission line. To better explain the co-

simulation results, the 34 transmission lines are numbered in red circles in Fig. 4.10. The

68 relay agents are also sequentially numbered based on which transmission line they are
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attached to. For example, the two relay agents on transmission line 1 has id 1 and 2 and the

two relay agents on transmission line 34 has id 67 and 68. The 10 generators in the system

are cylindrical rotor machines represented by equal mutual inductances on the direct and

quadrature axes. Each generator is equipped with an IEEE type 1 excitation system model

with added speed multiplier and basic steam turbine and governor. The detailed parameters

of these power system devices are configured in PSLF. The PSLF simulation time step is set

as 1ms.
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Figure 4.10: New England 39-bus system [2]

The relay agents are connected with each other by a communication infrastructure which

is modeled in NS2. This communication infrastructure consists of two levels: substation

level and wide area level. Ethernet is used as the layer-2 protocal for the local area network

(LAN) in each substation. Then at the substation level, all the relay agents in the same
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substation are assumed to share a 100Mbps Ethernet. For example, there are 5 transmission

lines connected to bus 16, then 5 distance relay agents on this side should be placed in bus

16 and connected by an Ethernet. In NS2, these relay agents are represented by individual

network nodes set as working in the Ethernet model. The relay agents can communicate

with other relay agents at different substations via a gateway router. On the wide area level,

the substations are connected by high speed direct communication links. These links follow

the same routes as the transmission lines. Each communication link has 1Gbps bandwidth

and 5ms communication delay. Since the size of messages exchanged among relay agents are

small [7] and can be encapsulated in a single packet, UDP is selected as the main transport

protocol for relay agent communication. The network is assumed to be dedicated to the

protection scheme so that no background traffic is considered at this stage. However, its

effect can be easily evaluated in NS2 as long as the detailed traffic model is available.

4.3.1 Supervisory Protection

In the supervisory protection scheme, the master agent is placed at Bus 16 since this bus

has the highest connection degree in the system. Two different protection scenarios are

co-simulated respectively:

1. There is a real fault on a transmission line but its primary relay fails;

2. There is no fault on a transmission line but the backup relay has false reading.

First, a real short circuit fault is created at 0.1 second of the simulation time on transmission

line 8 which is between Bus 4 and Bus 14. This fault is shown in Fig. 4.11. The primary

relay covering this line on the side of Bus 14 is assumed to work properly but the relay on

the side of Bus 4 is assumed to fail. In this condition, its zone 3 backup protection relays

must take action instead. In this example, the backup relays are number 9 at Bus 3 and

number 14 at Bus 5. They will submit requests to the master agent and wait for decision.

The master agent will collect information from all the responsible relays to make a decision

and send it back to the backup relays at Bus 3 and Bus 5.

This scenario is simulated on GECO. The simulated voltage magnitude at Bus 3 is used

as an indicator to validate the protection scheme. It is plotted in Fig. 4.12. The voltage
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Figure 4.11: Supervisory protection when there is a real fault [2]

drops in the beginning since one of the primary protection relay fails to isolate this fault

and it significantly affect the rest part of the system. At this time the backup relays kick in

and start to communicate with the master agent for decision. Then, the voltage magnitude

comes back after the fault is identified by the master agent and the fault is cleared at both

sides of the transmission lines. It roughly takes 80ms for the backup relays to clear the fault.

Compared to the traditional zone 3 backup protection which has to wait for 1 second to take

action, the supervisory protection scheme can save a lot of time.

Second, it is assumed that there is no fault in the system. However, the same backup relay

number 9 at Bus 3 is assumed to sense a fake zone 3 fault due to a false reading which is

shown in Fig. 4.13. According to the protection scheme, it will send a request to the master

agent for decision. However, the master agent will find out this is a false reading based on
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Figure 4.12: Voltage magnitude at Bus 3, real fault, supervisory protection.

the feedbacks it collects and it will notify relay number 9 to block the trip action.

This scenario is also simulated on GECO and the voltage magnitude at Bus 3 is also selected

as an indicator to validate the protection scheme. The curve is plotted in Fig. 4.14 where we

can find that no action is applied to the transmission line. The protection scheme successfully

identify the false fault condition. Compared to the traditional Zone 3 backup protection

which will trip the line anyway, the supervisory protection scheme avoids unwanted blackouts.

4.3.2 Ad-hoc Protection

Similarly, the ad-hoc protection scheme is applied to the 39-bus system. The master agent is

removed and the slave agent (now peer agent) will directly communication with its neighbors.

Same real fault and fake fault scenarios in Fig. 4.11 and Fig. 4.13 are repeated for ad-hoc

protection. Fig. 4.15 and Fig. 4.16 shows the simulation results in these two scenarios.

Again, the ad-hoc protection scheme successfully take the correct actions. Also, based on

Fig. 4.15, the communication delay in the ad-hoc protection scheme is only half of that of

the supervisory protection scheme.

It is very important that the communication time between agents has to be limited within

a certain threshold. The communication time for the four protection scenarios which have

been validated so far is shown in Table 4.1. All of the protection actions can be completed

within the general Zone 2 time delay of 100ms and the ad-hoc protection scheme takes
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Figure 4.13: Supervisory protection when there is no fault, but false reading. [2]

significantly lesser time than the supervisory protection. Moreover, a block decision always

requires longer time than a trip decision which is reasonable considering the decision making

mechanism we have adopted.

Table 4.1: Communication time of the protection schemes

Trip Decision Block Decision

Supervisory Protection 76.661 ms 96.635 ms

Ad-hoc Protection 28.290 ms 38.499 ms
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Figure 4.14: Voltage magnitude at Bus 3, fake fault, supervisory protection
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Figure 4.15: Voltage magnitude at Bus 3, real fault, ad-hoc protection

4.3.3 Communication Delay Analysis

To further validate and stress test the protection schemes on the entire 39-bus system.

Similar fault scenarios in Fig. 4.11 and Fig. 4.13 are repeated for every transmission line and

every primary relay in the system. In this set of simulation, the communication link has 100

Mbps bandwidth and 3 ms latency. Similar to the power system, the communication network

may suffer from failure as well. Network link failure, node failure and traffic congestion can

all undermine the normal communication and affect the applications on top of it. Since

our protection schemes highly rely on the network infrastructure, it is also very important

to study its robustness again network failure. Therefore, we also consider a scenario in
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Figure 4.16: Voltage magnitude at Bus 3, fake fault, ad-hoc protection

which the communication link associated with the faulty transmission also fails. This is

possible that transmission line and communication link are cut off by the same object. The

communication delays in this case expect to increase so we need to validate if the protection

scheme can still successfully work.

To better illustrate the communication time distribution for the supervisory protection

scheme, the average communication time for all the 68 distance relays is plotted in Fig. 4.17.

We can find that the communication time significantly varies depending on the location of

the relays. Even so, all the communication can be done within five cycles, which is about

0.0833s in US standard.

For the ad-hoc protection, same experiments are done. The communication time needed for

both trip decision and block decision are measured. The trip decision can be made as long as

another peer agent sees the fault and the block decision will be made when all the responsible

peer agents report back. The average time delay distribution is plotted in Fig. 4.18 where we

find immediately that the communication time in ad-hoc protection is less than supervisory

protection and very stable. The only exception happens to the relays which are on the

transmission line 32,34 and 36. These lines form a small transmission loop so that other

responsible peer agents could be very close to the original one. The ad-hoc protection could

react very fast: trip decision can be made within one cycle and block decision can also be

made within two cycles.

The communication time distributions for both schemes under link failure condition are
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Figure 4.17: Time delay distribution in supervisory protection

shown in Fig. 4.19 and Fig. 4.20. For supervisory protection the distribution is still unstable.

The communication time increases a little bit for most of the relays but also increases a lot

for several others. Generally speaking, the communication time increases by one cycle on

average. For ad-hoc protection, the time distribution becomes unstable. Most of relays need

much more communication time to make a trip or block decision. There are also some relays

whose decision time doesn’t change too much. This is also due to transmission line loops in

the system.
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Figure 4.18: Time delay distribution in ad-hoc protection

4.3.4 Protection Scheme Comparison

4.3.4.1 Difficulty of Real System Implementation

Most of today’s digital relays can be equipped with network interface as an option. Inter-

national communication standards are being designed to realize compatible communication

between devices from different vendors. An underlying communication network could be

constructed to connect the relays right away. The cost of a new network infrastructure could

be high but the power system may share bandwidth with existing networks like telephone

network, cell phone network or the Internet, although security issues need to be considered.

The supervisory protection scheme is a non-intrusive upgrade of existing protection infras-

tructure and only one extra master agent needs to be designed. The coordination between

relays can be realized by slave software agents which will not require any redesign of current

digital relays. As long as the digital relays are able to send the fault status and receive trip
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Figure 4.19: Time delay distribution in supervisory protection with communication link

failure

or block decisions, all the other work could be completed by slave software agents and the

master agent. The power system information should be stored in the master agent only so

that the investment for the design of those software agents could be justified.

The ad-hoc protection scheme may need more investment, but only for the design of the

peer agents. The existing relays do not have to be replaced either. Since each peer agent

operates in an autonomous manner, the system information should be installed in each
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Figure 4.20: Time delay distribution in ad-hoc protection with communication link failure

peer agent to find the responsible peer agents. However if the system topology changes

the system information stored in the peer agents have to be updated one by one, which

will limit the flexibility of this application. A compromise solution could be using a hybrid

protection scheme based on both supervisory and ad-hoc protection. The master agent is

still maintained in this hybrid mode to update the system information for each peer agent

when necessary. But if a fault is observed in the system the peer agents still communicate

with each other in an ad-hoc manner.

4.3.4.2 Reaction Time

From the simulation results in the last section, we find that the ad-hoc protection has much

smaller and more stable communication time than the supervisory. This is an advantage

indicating that this protection scheme could be deployed in a very large system since the

communication time is almost independent of the relay location. In contrary, the supervisory
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protection may be limited within a small area to satisfy the communication requirement.

When considering the protection of a larger area, multiple master agents may be needed

to overlap their reaches. However this may induce unwanted contention and coordination

problems.

A fast reaction time of the backup protection may not be always good. In our simulation,

the ad-hoc communication can be finished within one cycle. This reaction time may be

too fast for a backup relay since the backup relay may trip even faster than the primary

protection. More rigorous design specifications could be posed for the relay designer to solve

oversensitive issues. We also need to mention that, our simulation results are obtained based

on a relatively simple network model and the real network could be more complex and sparse.

However, our co-simulation platform provides the users the capability of modeling their own

complex networks in NS2.

4.3.4.3 Robustness to Network Failure

The simulation results in the last section show that both of the protection schemes have extra

communication delays due to the network link failure. In supervisory protection scheme the

average extra delay is about one cycle. Compared to the original communication time this is

about 30% increase. However, in the ad-hoc protection, the communication time increases

by two or three times which implies the ad-hoc protection performance declines more than

the supervisory protection under such kind of failure. Also the time distribution of the ad-

hoc protection becomes unstable under link failure, hence it increases the protection design

difficulty when considering system fault tolerance.

4.3.5 Synchronization and Scalability of GECO

In this section, we will run more simulations on GECO to compare its synchronization

method to other solutions and to test the scalability of it. We leverage the proposed

communication-based distance relay backup protection schemes as a testbed to show the

advantages of GECO.
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4.3.5.1 Comparison of Different Synchronization Methods

In the previous chapter, the disadvantages of alternative synchronization method have been

discussed. In particular, EPOCHS [16] uses “time-stepped” synchronization and suffers from

simulation errors. In this section, we will show the difference of different synchronization

methods using a concrete example. We design an alternative co-simulation platform using

the synchronization method proposed in EPOCHS [16]. Then, we run simulation cases of

the proposed communication-based distance relay backup protection scheme on the alterna-

tive platform and GECO using same simulation settings. Then the simulation results from

different co-simulation platform will be compared to show the difference.

The protection scenario in this experiment is the supervisory protection with a real fault. The

initial fault time, fault location, master agent location and the relay agents involved are all the

same on different platforms. This scenario is repeated on the time-stepped synchronization

platform using different synchronization steps and the results are compared with GECO.

As an indicator, the voltage levels at Bus 3 among all the simulation results are plotted all

together in Fig. 4.21. From the figure, we can easily tell the difference among simulations. As

the synchronization time step increases, simulation errors are accumulated and the protection

action is delayed accordingly. The real system dynamics will be difficult to estimate with

these delays. In general, for the “time-stepped” synchronization method, the larger the

time step is chosen, the more inaccurate results are expected. However, in the extreme

case, if the time step is as small as the power system iteration time step, this method can

provide the same simulation fidelity as the GECO framework. In Fig. 4.21, the voltage level

of time-stepped synchronization using 0.001s time step is almost the same as GECO. This

similarity further proves the advantage and necessity of our co-simulation framework for fully

interconnected power system and communication network.

4.3.5.2 Co-Simulation Scalability

The scalability of the co-simulation platform is another important feature considering the

actual power system of interest can be much larger than this 39-bus benchmark system.

Since GECO integrates two individual simulators, the overall co-simulation scalability will

be largely determined by the scalability of the individual simulators themselves and how the
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Figure 4.21: Simulation results using different synchronization methods

integration interface is handled. More specifically, in this case, PSLF is able to simulate a

system as large as 60,000 buses and NS2 is able to simulate a network with at least 20,000

nodes and the simulation time is on the order of Nlog(N) [67]. Therefore, GECO has the

capacity to model and simulate large national systems like WECC. On the other hand,

the two simulators are integrated using a bi-directional interface where system information

is exchanged. As the system scale grows, the amount of system information through this

interface will increase accordingly. The time needed to complete a co-simulation case may

also increase depending on the number of interactions between the two simulators.

Table 4.2: Comparison of simulation speed

Run for 0.5sec 39-Bus System 127-Bus System

Power Step: 0.001sec 19min16sec 39min40sec

Power Step: 0.01sec 1min26sec 2min20sec

As an example, the same communication-based protection scheme is implemented on a 127-

bus WECC system and the co-simulation speed is compared to the 39-bus case. There are

112 transmission lines, 28 generators in this 127-bus system in comparison to 34 lines and

10 generators in the 39-bus system. The co-simulation speeds are shown in Table 4.2. The
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stop time in both simulators is set as 0.5 second. Two PSLF simulation time steps, 0.001

second and 0.01 second, are selected for comparison. Smaller PSLF time step results in more

discrete power system events and more interactions through the interface between the PSLF

and NS2. In Table 4.2, the total simulation time required for different settings are measured

on a regular PC. It is clear that co-simulations for larger systems or with smaller power steps

both require longer simulation time. However, the latter factor contributes significantly more

than the former one.

The co-simulation results in Table 4.2 indicate that the interface between PSLF and NS2

may be a bottleneck for GECO as far as larger scale systems are concerned. This is due to the

nature that these two individual simulators are not designed for the purpose of integration

with each other. The interface is mainly designed to make information exchange and global

event scheduler feasible rather than to optimize the overall co-simulation speed. However,

there are many potential ways to improve the co-simulation speed since PSLF and NS2

is not the only solution for GECO. Many other power system and communication network

simulators can be readily integrated using GECO framework like PSS/E, InterPSS, OPNET,

OMNET++ etc. Depending on the simulators, it is possible to parallel the co-simulation

or use distributed resources to expedite the simulation speed [68, 69]. However, it requires

great support from the simulators and the coordination between simulators can be much

more complicated. In the case of current implementation of GECO, PSLF is not an open

source software. Therefore, very limited change can be made to facilitate the speedup.



Chapter 5

All-PMU State Estimation

Power system state refers to the complex voltage values at each bus in the system. On

the basis of power system state and other known information such as system topology,

transmission line impedance, etc., all the other system status can be calculated. As the

power system becomes more complicated, it is more crucial for the system operators to

know accurate system state in real time. The most likely system state can be estimated from

redundant measurement directly or indirectly using a state estimator. Traditionally, a static

state estimator is used, assuming that the power system is in quasi-steady state. It collects

a redundant collection of measurements on real and reactive power flows, power injections

and nodal voltage magnitude. The measurements are collected via Remote Terminal Units

(RTUs), A/D converters, modems, communication channels and computers. This system

forms the so-called SCADA system. Because the RTUs do not label a time stamp, the

metering value recorded at the control center via a planner suffers from time skew, which

may include a bias in the state estimator. On the contrary, Phasor Measurement Units

(PMUs) are provided with a time stamp, which in principle, prevent the time skew to occur.

Given the increased deployment trend of PMUs, it is expected that all-PMU state estimation

will eventually replace traditional or mixed state estimators at the control centers of power

utilities. Due to the repeated calibration of the voltage and current transformers at the

measurement sites, and direct time-synchronized measurement of phasors, the estimated

state by an all-PMU state estimator is not only accurate, but also available at a rapid rate,

leading to the use of the system state for protection, stabilization, and even calibration of the

54
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measuring devices. However, due to high reliance on an advanced communication network

infrastructure for the delivery of large amount of measurements in real-time, the cyber attack

surface of the power system is increased. Deliberate cyber attacks or unintentional network

failures can affect the state estimator leading to misoperations of the power system.

5.1 Background

State estimation lays the foundations of key applications in a modern wide-area measurement

system (WAMS) such as system visualization, contingency analysis, optimal power flow,

corrective actions required, alarms, real-time pricing, etc [70]. It is also expected to play a

crucial role in instrument calibration, system integrity protection schemes (SIPS), remedial

action schemes, system restoration, etc [9].

Traditionally, power meters installed in the system periodically measure unsynchronized

power flows and line currents for the state estimator and the measurements are collected

via a SCADA system. The scanning rate of the SCADA system is in the range of 3-4

seconds which is slow to accurately capture the system dynamics. The estimation process

is usually nonlinear such that the iterative algorithm consumes more computational power

and takes the risk of divergence. In addition, traditional SCADA systems built decades ago

are vulnerable to cyber attacks.

The all-PMU state estimator can steadily improve the deficiencies in the traditional ones.

The PMUs use GPS signals to rigorously synchronize measurements and can directly measure

positive sequence voltage and current phasors at selected buses. The accuracy of commercial

GPS timing pulse is less than 250 ns, so that in a 60Hz power system, the phase angle error

is less than 0.02 degrees. The updating rate of the PMUs is tunable but usually set at 30

times per second which is much faster than the SCADA system. The measurements are

collected via an advanced packet-switching data network which is more effective than legacy

SCADA system.

To explain why all-PMU state estimation has advantages over the traditional ones, the

mathematical background of state estimation is briefly discussed in this section.
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5.1.1 Weighted Least Squares Estimation

In this section, mathematical background of the method of weighted least squares is briefly

introduced [50, 71].

Suppose there are m measurements denoted by z, m measurements errors denoted by e and

n variables denoted by x to be estimated. The set of measurements and the set of variables

are related by a set of functions h(x). Then we will have:

[z] =


z1
...

zm

 [e] =


e1
...

em

 [x] =


x1

...

xn

 [h(x)] =


h1(x)

...

hm(x)

 (5.1)

and

[z] = [h(x)] + [e] (5.2)

In the weighted least squares estimator, the estimated values of x are found by minimizing:

J(x) =
m∑
i=1

(zi − hi(x))
2

σ2
i

= [z − h(x)]TR−1[z − h(x)] (5.3)

where e ∼ N(0, R) and R = diag(σ2
i ) is the covariance matrix of e assumed to be known.

To minimize Eqn(5.3), the first derivative of Eqn(5.3) should be equal to zero:

∂J

∂x
= −

[
∂h(x)

∂x

]T
[z − h(x)] = −[H(x)]TR−1[z − h(x)] = 0 (5.4)

where [H(x)] is the measurement Jocabian matrix [50, 71].

Eqn(5.4) can be solved using numerical algorithms which yields to an iterative solution given

by

xk+1 = xk + ([H(xk)]
TR−1H(xk))

−1[H(xk)]
TR−1(z − h(xk)) (5.5)

5.1.2 Traditional Power System State Estimation

Traditional power system state estimator uses power injections, power flow measurements or

voltage magnitudes to estimate the system state (complex voltage at each bus). The power
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injections and power flows are related to the nodal voltage magnitudes and phase angles, the

so-called state variables, via

Pi = Vi

N∑
j=1

Vj(Gij cos θij +Bij sin θij) (5.6)

Qi = Vi

N∑
j=1

Vj(Gij sin θij −Bij cos θij) (5.7)

Pij = V 2
i (gi + gij)− ViVj(gij cos θij + bij sin θij) (5.8)

Qij = −V 2
i (bi + bij)− ViVj(gij sin θij − bij cos θij) (5.9)

Eqn(5.6) to Eqn(5.9) form the h(x) of the traditional power system state estimator which

is non-linear and can lead to slow convergence or divergence. The H(x) for the traditional

power system state estimator can be derived from Eqn(5.6) to Eqn(5.9) which is presented

in [71].

5.1.3 All-PMU Power System State Estimation

In an all-PMU state estimator, the complex voltages at each bus can be directly measured.

Therefore, the estimation can be much easier and faster than the traditional ones. To make

the measurement set redundant, complex current are usually added to the measurement set

as well. Although people have shown that it is not necessary to place PMUs at every bus to

have the entire system observability [72], in this chapter, we assume that there is one PMU

at every bus. Then the h(x) for all-PMU state estimator will be:

Vi = Vi (5.10)

Iij =
Vi − Vj

rij + jxij

+ jVi
bij
2

(5.11)

Then the estimation process in the all-PMU state estimator is largely simplified and faster.

The system state can be calculated from linear equations [71, 73]:

[B] =

[
II

yA+ ys

]
(5.12)
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[z] =

[
V

I

]
(5.13)

[x̂] = [(BTB)−1BT ][z] (5.14)

where x̂ is the estimated system state, II is an identity matrix, y is the series admittance

matrix, A is the current measurement-bus incidence matrix, ys is the shunt admittance

matrix and z is the measurements vector.

5.1.4 Communication Infrastructure of the All-PMU State Esti-

mator

The all-PMU state estimators are usually built on WAMS which mainly consists of intercon-

nected PMUs and Phasor Data Concentrators (PDCs) in a hierarchical layered architecture

as shown in Fig. 5.1. The PMU measurements are synchronized by high precision GPS

signals in local substations and periodically sent to a nearby PDC via gateway routers and

packet-switching data networks. The transmission format of the measurements follows the

IEEE C37.118 standard and either TCP or UDP can be used as the transport protocol. The

PDCs collect time-tagged phasor measurements from multiple PMUs and rearrange the data

in chronological order. When PDCs have collected all the data with the same time tag, the

data will be packed and uploaded to a higher level PDC - the Super PDC. The Super PDC

is the final destination for the PMU measurements where the state estimation is done.

Fig. 5.2 shows the details of how the PDCs collect, rearrange and send the phasor mea-

surements. In general, it consists of four main modules. The preprocessing module receives

phasor measurements from PMUs and extracts the data from the raw data stream and buffers

them into a database. The data processing module is in charge of realigning the received

data by time tags. The output interface module uploads data to the Super PDC. The ex-

ception handling and diagnostics module maintains a timer and monitors the status of other

modules and provides status information to data processing module. The architecture of the

Super PDC is very similar, except that the output interface module prepares the collected

measurements for the state estimator.

The timer in the PDCs and the Super PDC is very crucial for the entire state estimation
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Figure 5.1: A hierarchical architecture of the wide area measurement system

process from a cyber security point of view. A typical timer setting is about 50 ms [15].

The PDC starts a timer when it receives the first packet with a certain time tag. Measure-

ments with the same time tag share the same timer. If the PDC can collect all the needed

measurements with that time tag before the timer expires, it will pack all the measurements

and upload them to the Super PDC. Otherwise, only the collected measurements will be

uploaded and other missing measurements will be discarded. Similarly, the Super PDC will

launch the state estimator on a subset of measurements if the timer expires before the Super

PDC receives all the measurements. In this situation the accuracy of the state estimation

can be hampered and the system may be unobservable.

The main factor which can cause the timer to expire is the communication delay of the

measurements data. In a packet-switching data network, the communication delay usually

consists of four parts:

D = Dt +Dq +Ds +Dp (5.15)

where Dt is the transmission delay of a data packet which equals to the packet size divided

by link bandwidth; Dq is the queuing delay when the packet waits in the router buffer; Ds

is the service processing delay in the router which is used to calculate the next route of a

packet; and Dp is the propagation delay of a packet from one end of a link to the other.
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Different cyber attacks or network failures can increase one or all of the four parts of the

communication delay. It is therefore important to understand how a certain cyber attack

can affect a certain part of the communication delay and then affect the timer of PDCs and

the Super PDC.

5.1.5 Cyber Security Consideration

Time synchronized Phasor Measurement Units (PMUs) are increasingly being deployed in

North America, as well as in other countries. The main objective of increased deployment

of PMUs is to make the smart grid robust by using the PMU measurements for wide area

monitoring and control [9]. PMUs measure voltage and current phasors at a set of buses in the

system, and then use those measurements to estimate system state. Every 1/30th of a second,

a new measurement is taken and new system state is estimated leading to unprecedented
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possibilities in real-time protection and control. However, the all-PMU estimation requires

a data network that can deliver PMU data in adequately less than 30 ms, from all the

measurement sites to the Phasor Data Concentrators (PDC) and the Super PDC which sorts

the data based on time stamps and send to state estimators [7]. Given these requirements of

high speed data network, and given the increasing network architectures that use gateways

between the enterprise business network and the supervisory control and data acquisition

(SCADA) network, the exposure to cyber attack is increased.

We therefore need to understand the threat models, and mitigation techniques. In the recent

past a number of researchers have looked into different ways that cyber security attacks

can affect the state estimation but we are unaware of any experimental study that creates

simulation models to stage cyber attacks on a power system, and its PMU and network

infrastructure to assess the effects of attacks [74, 75]. Some of the threat models researchers

have thought of are (i) physically cutting network cables; (ii) launch denial of service attacks

by blocking the network traffics, overwhelming routers, etc.; (iii) man-in-the middle attack

where a perpetrator could intercept PMU data packets in the network, and replace them

with fake data packets, leading to wrong state estimation. They can also create replay attack

- where the attacker could intercept PMU data traffic and later replay it by blocking the real

data traffic, and injecting stored past data traffic; tampering with the PMUs and measuring

devices to have wrong measurements; or redirect PMU data to the attacker’s own state

estimator to construct state information to gain undue advantage in trading in the power

exchange market; etc.

Many have proposed to build the data network of WAMS using Internet-compatible technolo-

gies. Although for security reasons the network tends to be proprietarily dedicated Intranet

and physically isolated from public networks, it does not mean that this network is immune

to cyber attacks. Computers in the intranet can be hacked by plug-in USB drives carrying

malware. Then these affected computers can be used as sources of collective attacks such

as denial of service (DoS). Increasing number of mobile devices can also become a malicious

media and we cannot rule out the possibility that utility employees directly implant attacks

into the system. Some potential attacks on the all-PMU state estimator are listed below.

Communication Links Damage: Some utilities use overhead optical fibers as the main

communication links for WAMS. They are placed in parallel with other transmission lines.
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Therefore, they are susceptible to physical attacks like cut-off. Natural disasters can interrupt

the links as well. Routers have to rebuild their routing tables following a link failure, therefore

all the four parts of the communication delay can increase.

Denial of Service: DoS attack can happen in the all-PMU state estimator if a number

of computers or network devices in the Intranet are controlled by Trojans. The DoS attack

generates huge redundant data traffic or inquiries to the target so that the resources of the

target may be quickly depleted. In the all-PMU state estimator system, DoS attacks can

saturate a critical communication link or a gateway router. In either case, the measurements

data can experience longer communication delay or be dropped by the router. In particular,

the queuing delay and service processing delay may significantly increase. If a communication

is saturated, there will be very limited bandwidth left for the useful data, therefore the

transmission delay may also see an increase.

Data Spoofing: It is also possible that the PMUs in the system are hacked by adversaries.

The latter may arbitrarily manipulate the measurement data without being detected. Let us

give a few examples, wrong measurement data can be consistently uploaded to PDCs; The

destination of the measurement data can be altered so that the state estimator will never

receive the necessary data; The time tag of the GPS signal can be tampered to disorder

the synchronization of the measurements; The source ID can be changed so that the state

estimator rearranges the data in wrong positions in the measurement matrix. If the PDCs

or the Super PDC can be hacked, then the attacker can change the timer settings to make

it expire prematurely.

5.2 GECO Co-Simulation

In this section, we build a hypothetical all-PMU state estimator on the same New England

39-bus system. Then we run multiple simulation cases on top of GECO to validate the state

estimator and study the communication network impact on the state estimator.
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5.2.1 GECO extension and Simulation Settings

To implement the all-PMU state estimator for this specific system, we add a separated

estimator component to our GECO implementation. This new architecture of GECO is

shown in Fig. 5.3. When the co-simulation starts, PSLF and NS2 are coordinated by the

global scheduler. Power system simulation iterations are modeled as a sequence of discrete

events and mixed with other network events in the global event list. The global event

scheduler processes the events in the global list according to their chronological order. PMUs,

PDCs and Super PDC are modeled as customized applications in NS2. Power system voltages

and currents data are simulated in PSLF and sent to the PMU applications in NS2 via an

external interface. Phasor measurement data are created by adding random errors to the

simulated values. Then these measurements will be time-tagged and sent to PDCs and the

Super PDC periodically on the communication network created in NS2. When the Super

PDC collects all the measurements with the same time tag, the measurements will be sent

to the linear state estimator to calculate the system states.

A hypothetical all-PMU state estimation system is implemented on the New England 39-bus

system. The entire system is subdivided into four regions as shown in Fig. 5.4. Each region

has one PDC installed to collect measurements from all the local PMUs in its region. The

four PDCs are placed at Bus 2, Bus 6, Bus 21 and Bus 27 respectively. A Super PDC is

deployed at Bus 16 to collect data from the four PDCs to calculate the final state estimation.

The communication infrastructure for this state estimation system is built in NS2. Each bus

is represented as a communication node which can send, receive and route measurement

data. The communication links are placed in parallel with the transmission lines. The key

parameters of the co-simulation are summarized in Table 5.1.

5.2.2 Communication Time Analysis

5.2.2.1 Normal Condition Scenario

Under normal conditions, the phasor timer in PDC and SPDC is set as 50ms. Data collected

beyond this time will be ignored. The co-simulation results for the normal condition sce-

nario are summarized in TABLE 5.2 where combinations of different link bandwidths and
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Table 5.1: General co-simulation settings

Communication Link Bandwidth BW 1 Gbps

Communication Link Delay D 5 ms

Measurement Rate λ 30 times/sec

PDC Timer Tp 50 ms

Super PDC Timer Ts 50 ms

Phasor Packet Size S 500 Bytes

PSLF Iteration Step Delta 10 ms

Measurement Error e 1%

delays are selected. The output of the co-simulation is the average phasor delay and phasor

drop rate. The average phasor delay is an index showing how much time a single phasor

could spend from the measurement time to the time reaching SPDC. The phasor drop rate

calculates the percentage of phasors that are lost during the communication. There are
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Figure 5.4: All-PMU state estimation on New England 39-bus system [2]

many reasons can lead to the dropping of phasors, for example, network congestion or timer

expiration in PDCs.

From TABLE 5.2, we can find that the relationship between the average phasor delay and

communication link delay is approximately linear. On the other hand, increasing the band-

width doesn’t give better results. The reason of this is not difficult to reveal. According to

IEEE standard C37.118, the packet size of phasor measurements is quite small. If the com-

munication network is dedicated only to this application, there won’t be any congestion in

the network considering a bandwidth higher than 1Mbps. The total delay is approximately

the sum of communication link delays on route. The contribution of bandwidth and queuing

delay in this case is trivial. Also in this co-simulation, none of the phasors is dropped during

communication.
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Table 5.2: Co-simulation results for normal condition

Parameters Average Delay Drop Rate

BW = 100Mbps, D = 5ms 55.48ms 0%

BW = 100Mbps, D = 10ms 110.52ms 0%

BW = 1Gbps, D = 5ms 55.05ms 0%

BW = 1Gbps, D = 10ms 110.05ms 0%

5.2.2.2 Background Traffic Scenario

From the normal condition co-simulation, we can find that the bandwidths of the communi-

cation links are not well utilized since the throughput from one application is small. In the

future WAMS implementation, it is very likely to have multiple WAMS applications running

simultaneously on the communication network. Some heavy load applications may also be

included like video surveillance. Therefore, it is necessary to test the monitoring system

under background traffic condition. In this co-simulation, each substation in the system is

assumed to send extra communication traffic to the SPDC node. The throughput of this

traffic is set as 1Mbps. The co-simulation results are summarized in TABLE 5.3.

From the results, we can easily conclude that the performance of the system is degraded

significantly. The linear relationship between the average phasor delay and communication

link delay cannot hold any more. This is because the extra background traffic induces net-

work congestion in some part of the system. The phasor data have to be queued in the

router buffer and wait for processing. The network congestion not only results in higher

communication delay and also forces the timer in the PDCs to expire. Therefore, many pha-

sors will be dropped during communication. Among all the settings in the normal condition

co-simulation, the best drop rate is still higher than 24%, which means the communication

network cannot sustain such a heavy traffic. The only solution to this problem is to update

the communication network. From the last row of TABLE 5.2, we can see that if the band-

width is increased to 10Gbps and delay is reduced to 1ms, the drop rate will be back to

normal again. In practice, optical fibers can reach this specification.
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Table 5.3: Co-simulation results for background traffic condition

Parameters Average Delay Drop Rate

BW = 100Mbps, D = 5ms 104.95ms 49.55%

BW = 100Mbps, D = 10ms 140ms 90.36%

BW = 1Gbps, D = 5ms 83.46ms 24.14%

BW = 1Gbps, D = 10ms 130.03ms 41.34%

BW = 10Gbps, D = 1ms 11.02ms 0%

5.2.2.3 A Link Failure Scenario

Another scenario to be verified is when the network has communication link failure. It is

quite common that the network is put out of work due to hardware failure or software bugs.

This happens even more frequently than power system faults. In this co-simulation, the

communication link connecting Bus 4 and Bus 14 is assumed to be cut off. Then the co-

simulation results are displayed in TABLE 5.4. The results show that when the link delay is

low (5ms), after the loss of the link, the system can still work fine only with higher phasor

delays. But if the delay is high (10ms), the system has to be re-designed.

Table 5.4: Co-simulation results for link failure condition

Parameters Average Delay Drop Rate

BW = 100Mbps, D = 5ms 60.53ms 0%

BW = 100Mbps, D = 10ms 120.44ms 31.5%

BW = 1Gbps, D = 5ms 60.05ms 0%

BW = 1Gbps, D = 10ms 120.04ms 31.5%

5.2.3 Communication Infrastructure Impact on State Estimator

In this section, four network contingency scenarios are created in GECO to study their

impacts on the all-PMU state estimator. We select the estimated voltage magnitude at Bus

3 as an indicator to show the impacts. We will compare the estimated values with the actual

reference values (around 0.97 p.u.) which are obtained from PSLF simulation. The reason
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to choose Bus 3 is that it is close to the center of the system and it is close to where the

contingencies are placed. The durations of all the state estimation results are 1 second.

5.2.3.1 Single Network Link Failure

In this scenario, a single communication link from Bus 16 to Bus 17 is cut off when the

co-simulation reaches 0.2 second. The reason to choose this link is because it is close to the

SPDC so it carries more measurement data than others. The estimation results are shown

in Fig. 5.5 where we can see that the system state becomes unobservable after 0.2 second.

The reason of this is that Bus 16-Bus 17 is a critical link. When it is removed, the dynamic

routing protocol needs to find an alternative but longer route for the measurements data.

After the new route is established, the communication delays for some critical measurements

increase such that they cannot arrive at the Super PDC before timer expires. Therefore the

system becomes unobservable. The variations of the estimated value are due to randomly

simulated measurement errors. The errors follow a normal distribution and the estimated

value simply fluctuates around the reference line.
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Figure 5.5: Impact of link failure from Bus 16 to Bus 17

The situation can be improved by increasing the timer duration. Fig. 5.6 shows the simulation
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Figure 5.6: Impact of link failure from Bus 16 to Bus 17 when the Super PDC timer increases

to 60ms

results of the same scenario except that the timer in the Super PDC is increased to 60ms. We

can find that the estimator still lose the system observability for a short period of time. This

is because the routers need to re-establish their routing tables after a link failure. During this

time, the measurements cannot be sent to the destination properly. But after new routing

paths are built, which usually can be done very fast, the state estimator can work normally

again. This means increasing the PDC timer duration can effectively mitigate the impact of

a link failure. However, if a link failure results in an islanding of the communication network,

for instance Bus 16 to Bus 19, this solution will not work.

5.2.3.2 Single Network Link Congestion

In this scenario, malicious traffic is assumed to be created at 0.2 second of the co-simulation

and saturate the communication link from Bus 16 to Bus 17. The estimated results are shown

in Fig. 5.7. We can find that the malicious traffic does not affect the state estimator immedi-

ately. Instead, it gradually saturates the link and the impact starts to show up around 0.42

second. At this point, the communication link is fully saturated and the measurements data
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have to be buffered and wait longer to arrive at the Super PDC. Some of the measurements

data are discarded due to timer expiration. However, in this particular case, the system

state can still be recovered and estimated from other redundant measurements like current

phasors. From the curves in Fig. 5.7 we can tell that the accuracy of the state estimation

on partial measurements data still holds. But in general, link congestions can make the

system unobservable just like the link failure scenario. As shown in Fig. 5.8, enhanced link

saturation at the same place can completely blind the state estimator. To counteract this

impact, the dynamic routing protocols should be able to detect the saturation level of the

communication link and reroute the data proactively.
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Figure 5.7: Impact of link saturation from Bus 16 to Bus 17

5.2.3.3 Single Router Congestion

DoS attack can aim at a router in the system. Apparently, the most critical gateway router

in the 39-bus system is the one which the Super PDC is directly connected to. In this

scenario, we assume that at 0.2 second, 10 hacked computers in remote places in the system

start to send redundant malicious data to the router at Bus 16 and expect to deplete its

resource. The simulation results in Fig.5.9 shows the estimation results in this condition.
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Figure 5.8: Impact of enhanced link saturation from Bus 16 to Bus 17

The behavior of the state estimator obviously becomes unstable and intermittent around

0.4 second. Sometimes the system becomes unobservable, but it may be able to recover for

a short time as well. This is because when large amount of redundant data arrive at the

router in a short period of time, the router can be overloaded such that the instantaneous

input data exceeds the maximum processing throughput, which results in packet dropping.

Fig.5.10 shows an enhanced DoS attack on Bus 16, which make the system totally invisible.

In this case, backup routers in a dual-router setup can partially offset the impact of the DoS.

Malicious traffic filtering or label the data packets with different priorities can also increase

the robustness of the system.

5.2.3.4 Data Spoofing in PMU

In this scenario, we assume that the PMUs at Bus 3 are all hacked and the phasors at this bus

are all changed to a constant bogus value. More specifically, the hacked voltage magnitude

at Bus 3 is fixed at 0.9 p.u., which is far from the reference value. We use co-simulation to

see if it can really change the estimation results. Fig. 5.11 shows the estimation results in

this condition. We can find that the estimated values at Bus 3 are slightly deviated from
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Figure 5.9: Impact of DoS attack on the router at Bus 16
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Figure 5.10: Impact of enhanced DoS attack on the router at Bus 16

the reference line but still far from the bogus value 0.9 p.u.. This result indicates that the

all-PMU state estimator has some robustness against single PMU data spoofing.
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We further test the impact of data spoofing when there is a fault in the power system. Here,

a short-circuit short from Bus 4 to Bus 14 is created at 0.4 second and cleared at 0.45 second.

The bogus voltage value at Bus 3 is still fixed at 0.9 p.u. The simulation result in Fig. 5.12

shows that the bogus value almost has no impact on the state estimator. This result further

proves that the all-PMU state estimator is robust against single PMU data spoofing.
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Figure 5.11: Impact of single PMU spoofing at Bus 3
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Figure 5.12: Impact of single PMU spoofing at Bus 3 and a short-circuit fault



Chapter 6

PMU-Based Out-of-Step Protection

Power system protection refers to the elaborate system of relays and other protection devices

that limit damage to the power system equipment and maintain system stability, in the

event of occurrence of faults or loss of major elements. The protection schemes are usually

designed based on extensive time domain simulations. These systems are expected to detect

events and act quickly (sometimes within milliseconds), but at the same time, ensure that

such actions are not detrimental to secure and reliable operation of the grid. The advent

of WAMS and better inter-substation communication makes it possible to greatly improve

existing protection schemes.

One of the most complex protection schemes is the Out-of-Step (OOS) protection. OOS

condition occurs when a generator or a group of generators lose synchronism with the rest

of the system. Unless such groups of machines are isolated from the grid, it would result in

large mechanical vibrations that could potentially damage these generating units. During

OOS conditions, huge transient swings are observed at the interface between these out-of-

synchronous areas and the rest of the network. Thus, traditional OOS relays detect these

swings and open the tie-lines to prevent OOS operation [76]. With the availability of WAMS,

these schemes can be made adaptive so that they are both dependable and secure, even in

the event of drastic change in operating points due to severely stressed system conditions.

In this chapter, we will study the third case on GECO which is derived from an adaptive

OOS scheme based on WAMS proposed in [7, 19].

75
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6.1 Background

6.1.1 Power System Transient Stability

Power system stability refers to the ability of a power system to restore itself to the normal

operating condition after perturbations. There are mainly two large categories of power

system stability: voltage stability and angular stability. Voltage stability refers to the ability

of the a power system to maintain a desired voltage magnitude. Angular stability refers to

the ability of a power system to keep all the generators running in synchronism. Power

system transient stability is a special type of angular stability which refers to the ability of

the generators in the system to return to synchronism after a major disturbance within a

few swings. And OOS protection protects the power system from transient instability.

The dynamic behavior of a generator can be described by the classic swing equation [1]:

2H

ωsyn

ωp.u.(t)
d2δ(t)

dt2
= pmp.u.(t)− pep.u.(t) = pap.u.(t) (6.1)

where

H is the normalized inertia constant of the generator.

ωsyn is the synchronous electrical radian frequency.

ωp.u.(t) is the per-unit electrical frequency.

pmp.u.(t) is the mechanical power in per unit.

pep.u.(t) is the electrical power in per unit.

pap.u.(t) is the accelerating power in per unit.

Eqn(6.1) says the angular acceleration of a generator is proportional to the accelerating

power. In a normal condition, the mechanical power equals to the electrical power, resulting

in zero accelerating power. Therefore, the generator angle doesn’t change and keeps in syn-

chronism with others in the system. However, following a major disturbance, for example,

a three-phase short-circuit fault, the electrical power output of the generator drops dramat-

ically. Then the generator angle will deviate from its original value and lose synchronism.

After the fault is cleared, the generators in the system may or may not be able to return

to synchronism. For simple cases, based on the One-Machine-Infinite-Bus (OMIB) system

model, the system transient stability can be inferred using the equal area criterion.



77

6.1.2 Equal Area Criterion

In a One-Machine-Infinite-Bus model, the entire power system is reduced to a synchronous

machine connected to an equivalent infinite bus as displayed in Fig. 6.1. An infinite bus

assumes that its voltage magnitude and phase angle are constant. This angle is set arbitrarily

to zero. Then the output electrical power of the generator is

pe =
EVbus

X ′ +X
sin δ (6.2)

E Vbus °

X’ X

+

+

+

- - -

Vt

One Machine Infinite Bus

pe

Figure 6.1: The OMIB model

Eqn(6.2) shows the relationship between the output power and the rotor angle of a generator.

The plot of this relationship is shown in Fig. 6.2 which is usually called p− δ plot. Fig. 6.2

also shows a typical behavior of a generator following a major disturbance. The generator

is assumed to work in normal condition with a rotor angle δ0. When a short-circuit fault

occurs, the external electrical power drops dramatically and will drive the generator rotor

angle to move forward according to Eqn(6.1). The rotor will keep accelerating until the fault

is cleared by the tripping of the line circuit breakers and at this point the rotor angle reaches

δc. Then the rotor will start decelerating until it reaches a maximal value δm. The equal

area criterion states that, the power system maintains its transient stability if and only if the

accelerating area A1 in Fig. 6.2 is smaller or equal to the decelerating area A2. The proof

of equal area criterion can be found in [1].

On the other hand, if the fault is not cleared on time, then δc will move far away from δ0.

In that case, A1 cannot be smaller than A2. Then the power system cannot hold transient
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Figure 6.2: The p− δ plot and the equal area criterion [3]

stability any more. Oscillation between groups of generators which is also called Out-of-Step

(OOS) condition can be observed. In a multi-machine system, groups of machines tend to

oscillate coherently, against each other. As long as the OOS condition is identified, the

oscillating coherent groups must be islanded to prevent further breakdown of the system.

6.1.3 Out-of-Step Condition

There are many ways to identify the OOS condition [19]. One effective method is to run

time-domain dynamic simulations and monitor the generator angles. If the rotor angles of a

group of coherent generators deviate from others up to a threshold, then an OOS condition

can be identified. The OOS condition can be better illustrated using an example in the New

England 39-bus system as shown in Fig. 6.3. To create an OOS condition, a three-phase

short-circuit fault is placed on transmission line 27 which connects Bus 21 and Bus 22 [77]. If

the fault is cleared in 0.1 second, then the system can restore to normal condition according

to the equal-area criterion. This is shown in Fig. 6.4. However, if the fault is cleared in

0.3 second, an OOS condition is observed in the system, which is depicted in Fig. 6.5. In

this condition, the generators at Bus 35 and Bus 36 lose synchronism with other generators

in the system. Therefore, two coherent groups of generators are formed, which is shown in

Fig. 6.3. The system has to be islanded to avoid further damage or collapse [76].
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Coherent Group 1 Coherent Group 2

Figure 6.3: OOS condition in the New England 39-bus system [2]
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Figure 6.4: Fault cleared in 0.1 second, system back to normal condition
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Figure 6.5: Fault cleared in 0.3 second, OOS condition is observed

6.2 PMU-Based Out-of-Step Protection

Compared to the traditional OOS protection schemes, the invention of PMU brings great

potential to design more effective OOS protection schemes. In [19], a PMU-based OOS

protection scheme is proposed. It shows that it is possible to measure the rotor angles

by an adequate deployment of PMUs. Therefore, instead of offline dynamic simulation,

the rotor angles can be monitored in real time and sent to a central control via wide-area

measurement system (WAMS). The central controller then can identify if OOS condition and

coherent generator groups is formed based on those direct measurements. OOS condition is

determined if the difference in the centers-of-angle exceeds 120 degree [7]. System islanding

will be performed if necessary. Although in this scheme, the OOS condition is identified

using WAMS, the monitored coherent generator groups and proper islanding locations are

still determined by offline simulations or existing plans. In this section, we will propose a

PMU-based OOS protection scheme, which can identify OOS condition and perform system

islanding in real time.

Our PMU-based OOS protection schemes consist of several steps. First, coherent generator
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groups have to be discovered from raw generator rotor angle measurements. Second, given

two coherent generator groups, we have to find an optimal islanding solution to divide the

system into two parts. Usually we need to find a set of transmission lines and trip them.

Third, it is likely that there are more than two coherent generator groups in the system.

Then step 1 and 2 have to be called recursively to further island a subsystem. Based on the

technique introduced in [19], we will assume that the rotor angles can be directly measured.

6.2.1 Clustering Algorithm for Coherent Groups

Clustering algorithm refers to a group of algorithms whose goal is to divide data into subsets

based on certain criteria. Clustering algorithm is widely used in research areas like: data

mining, machine learning, statistics etc.. Hierarchical clustering and k-means clustering are

typical clustering algorithms. Hierarchical clustering can be done in bottom-up manner

(O(n3) complexity) or top-down manner(O(2n) complexity) while k-means clustering is usu-

ally NP-hard. However, in real power system, the rotor angles of the coherent generators

are usually close to each other. Therefore, a simple but efficient algorithm can be used for

identifying coherent generator groups which is shown in Fig. 6.6. We assume the measured

rotor is stored in an array A whose indices denotes the numbers assigned to the generators.

For example, the rotor angle of generator 1 is stored in A[1].

The algorithm in Fig. 6.6 sorts the measured rotor angle and traverse the measured rotor

angle sequentially. If the gap between two neighbors is greater than 120 degrees, then the

OOS condition is identified. The generators in front of this gap is stored in set S and the

others is stored in T . If no OOS condition is identified, T will be empty. If the number of

generators of interest is n, then this algorithm runs in O(n log n).

An alternative algorithm is shown in Fig. 6.7 which processes the measured rotor angle one

by one. For each generator, the algorithm tries to match a proper cluster for it by comparing

its measured rotor angle and the mean values of existing clusters. If one of the differences is

smaller than a threshold, for example 120 degrees, then the algorithm will put this generator

into the matching cluster. If not, the algorithm will establish a new cluster holding the

current generator. After having processed all the rotor angles, the generators in the largest

cluster are placed in S and the others are placed in T . This algorithm runs between Ω(n)
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CoherentGroup1(A) returns S, T

1. sort A

2. for i = 1 to A.size()− 1

3. if A[i+ 1]− A[i] > 120

4. push generators associated with A[1] to A[i] into S

5. push generators associated with A[i+ 1] to A[A.size()] into T

6. return

Figure 6.6: Coherent group identification algorithm 1

and O(n2) depends on A. The results of these two algorithms can differ slightly. In our case

study, we use the first algorithm.

6.2.2 Islanding Algorithm

As long as we have found two coherent generator groups S and T , the next step is to find a

minimum cut of the entire power system that can separate S and T . Here a cut stands for

a set of transmission lines to be tripped and the number of these transmission lines has to

be minimized. This problem is closely related to the s− t min-cut problem in graph theory

[78]. Fig. 6.8 shows an example of how to convert the coherent generator groups islanding

problem to the equivalent s − t min-cut problem on a flow network. The flow network is

defined as [78]

Definition 1 (Flow Network). A flow network is a digraph G = (V,E) with two distinguished

vertices: a source s and a sink t. Each edge (u, v) ∈ E has a non-negative capacity c(u, v).

If (u, v) /∈ E then c(u, v) = 0.

Then as shown in Fig. 6.8, the power system is first converted to a flow network G. The
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CoherentGroup2(A) returns S, T

1. create a dynamic array G to hold clusters

2. for i = 1 to A.size()

3. compare A[i] with the means of the clusters in G sequentially

4. if one of the differences is smaller than 120 degree

5. push pair of < i,A[i] > into that cluster, update the mean

6. else

7. create a new cluster holding pair of < i,A[i] > and push it into G

8. find the largest cluster in G

9. push the generators in this cluster into a set S

10. push the other generators into another set T

Figure 6.7: Coherent group identification algorithm 2

capacity of each edge can be assumed as one for simplicity. Two coherent generator groups

is represented by S and T , which is obtained from the clustering algorithm in the previous

section. Then, a new flow network G′ is constructed as follows: two new vertices s′ and t′

are added to G and new edges connect s′ to S and t′ to T are added as well. The capacity of

the new added edges is assigned to infinity. It is apparent that the s′− t′ min-cut in G′ is the

min-cut for the original islanding problem since the new added edges has infinite capacity

and cannot be part of the cut.

The s− t min-cut problem can be solved by first solving the s− t max-flow problem and then

the min-cut can be found from the max-flow result since the two problems are closely related

according to the max-flow min-cut theorem [78]. The max-flow problem can be efficiently
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Figure 6.8: Equivalence of islanding to s− t min-cut problem

solved by Edmonds-Karp algorithm [78]. To explain how the algorithm works, we need to

introduce several definitions and lemmas first.

Definition 2 (Net Flow). A net flow on a flow network G = (V,E) is a function: f :

V × V → ℜ satisfying

1. Capacity constraint: f(u, v) ≤ c(u, v) ∀u, v ∈ V

2. Flow constraint:
∑
v∈V

f(u, v) = 0 ∀u ∈ V − {s, t}

3. Stew symmetry: f(u, v) = −f(v, u) ∀u, v ∈ V

Definition 3 (Flow Value). The value of the net flow, denoted by |f |, is |f | =
∑
v∈V

f(s, v) =∑
u∈V

f(u, t)

Definition 4 (Cut). A cut (S, T ) is a partition of V such that s ∈ S and t ∈ T . The total

capacity across this cut is denoted by c(S, T ).

Lemma 1. The flow across a cut f(S, T ) = |f | for any cut (S, T ).
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Lemma 2. The value of any flow is bounded above by the capacity of any cut: f(S, T ) ≤
c(S, T ).

Definition 5 (Residual Network). Let f be a flow on G = (V,E)). The residual network

Gf (Vf , Ef ) is the graph with strictly positive residual capacities cf (u, v) = c(u, v)− f(u, v) >

0.

Definition 6 (Augmenting Path). Given a flow f on G = (V,E)) and its residual network

Gf , any path p from s to t in Gf is an augmenting path in G with respect to f. The flow

value can be increased along the augmenting path by cf (p) = min
(u,v)∈p

{cf (u, v)}.

With these knowledge in hand, then the max-flow min-cut theorem can be introduced:

Theorem 1 (Max-Flow,Min-Cut). The following statements are equivalent:

1. |f | = c(S, T ) for some cut (S, T )

2. f is a max flow

3. f admits no augmenting path

The max-flow min-cut theorem actually suggests a simple algorithm to calculate the maxi-

mum flow in a flow network. That is, given an initial flow on G, find an arbitrary augmenting

path in its residual network Gf and augment the flow along this path. This process will be

recursively called until there is no augmenting path. And at this stage, according to the three

equivalent statements in max-flow min cut theorem, the current flow is the max flow in the

network. This algorithm is called Ford-Fulkerson algorithm. However, this algorithm finds

an arbitrary augmenting path and in some cases it can be very slow [78]. The Edmonds-

Karp algorithm improves its implementation. The only difference is that the Edmonds-Karp

algorithm uses breadth-first-search (BFS) to find an augmenting path and it is proved that

Edmonds-Karp algorithm is bounded by O(|V ||E|2) [78].

The Edmonds-Karp algorithm is not the fastest algorithm to solve the max-flow prob-

lem. The fastest algorithm so far is proposed in [79] whose complexity is bounded by

O(min(V
2
3 ,
√
E)E log V 2

E
logU). However, Edmonds-Karp algorithm is easier to implement

and the computation time is trivial for small scale systems. Therefore, Edmonds-Karp algo-

rithm is used in our experiments.
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As long as the max flow of the network is obtained. The minimum cut can be found by

traversing the final residual network starting from s. All the vertices that can be reached

from s form a min-cut. This can be shown using an example shown in Fig. 6.9. In this

figure, the capacities of all the original edges are assumed as 1. Then Fig. 6.9 shows one

max-flow solution of this network. Fig. 6.10 shows the residual network for this max-flow.

In this figure, the residual capacities are omitted and only the available paths are displayed.

We can find a min-cut by traversing from s′ and Fig. 6.10 shows a min-cut of four edges.

s’
t’

S T

∞

∞

∞

∞

∞

1:1

1:1

1:1

1:1

1:1

1:1

0:1

0:1

0:1

1:1

1:1

1:1
1:1

1:1

0:1

1:1

0:1

Figure 6.9: A max-flow example

The entire islanding algorithm is summarized in Fig. 6.11. The runtime of this algorithm

is bounded by Edmonds-Karp algorithm which is O(|V ||E|2). For power system of 30,000

buses and 45000 lines, this algorithm requires about 2 minutes in the worst case on a 170

GIPS (Giga instructions per second) CPU (Intel Core i7 Extreme Edition 3960X). This time

seems too long for OOS protection. However, if the fastest algorithm in [79] is used, the

runtime will be expected to be less than 10ms. The calculation speed can also be improved

by parallelism. Therefore, the islanding algorithm is possible to find a solution within several

swings.
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s’
t’

S T

Figure 6.10: Find the min-cut on the residual network

Islanding(G,S,T ) returns G1, G2

1. build a new graph G′ by adding new vertices s′, t′

2. run EdmondsKarp(G′,s′,t′) returning max flow F

3. find min-cut using F and G′
F

Figure 6.11: Islanding algorithm

6.2.3 Recursive OOS protection

It is possible that there exists more than 2 coherent generator groups in the system [19].

Therefore they must be islanded one by one. The algorithm used in previous sections can be

recursively applied to the islanded subsystems until no more OOS condition can be observed.

However, this is a very complicated problem which needs more research study.
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So far, we equally assign the edge capacity to 1. In a real power system, the weight of

each transmission line can be different since the load is distributed. The candidates for

weighing the capacity includes real power flow on the transmission line or the current on the

transmission line. These values can be collected in real time by the WAMS at the same time

with the rotor angles. This can be another potential improvement on the proposed OOS

protection scheme.

6.3 Co-Simulation on GECO

The OOS protection scheme introduced in the previous section is co-simulated on GECO in

this section. Again, we implement the OOS protection scheme on the New England 39-bus

system to study the influence of the communication constraints on effective operation of such

a scheme. Similar to previous chapters, the communication network is assumed to have the

same topology as the power system. PMUs are placed at the generator buses to measure the

rotor angles. A central OOS controller is placed at Bus 16 to collectively monitor the rotor

angle trajectories. A timer of 50ms is associated with the central controller for the same

purpose as the timer in PDCs or the SPDC.

The OOS condition described in Fig. 6.3 is used to test the protection scheme. A three-

phase fault is initialized on the transmission line connecting Bus 21 and Bus 22. After the

fault is cleared, machines on Bus 35 and Bus 36 lose synchronism. By the nature of their

rotor angle trajectory, it is concluded that these two machines form a coherent group of

machines. The rotor angles of all the machines are recorded and the centers of angles of

all the coherent groups are calculated. When the difference between the centers of angles

reaches 120 degrees, existence of OOS conditions is confirmed and the transmission line 23

(connecting Bus 16-24) and 24 (connecting Bus 16-21) are opened, forming an island that

consists of generators on Bus 35 and Bus 36. The circuit breaker operating times are not

included in this co-simulation. Since the system scale is small, the computation time of the

coherent group algorithm and the islanding algorithm is trivial as well.

The response of the generators to the events described above can be observed from the real

power outputs and rotor angles of the generators. Fig. 6.12 and Fig. 6.13 show the co-

simulation results of the OOS protection scheme. The communication bandwidth is 1Gbps
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Figure 6.12: Generator angels showing OOS condition (BW=1Gbps, D=5ms)
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Figure 6.13: Generator real power outputs (BW=1Gbps, D=5ms)

and delay is 5ms. A three-phase fault is placed at 1.0 second on the line and the fault is

cleared around 1.3 second by opening the circuit breakers on the line. Then, the generators
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experience transient oscillations. The rotor angles in Fig. 6.12 show that the generators on

Bus 35 and Bus 36 split from the rest of the generators, while remaining together themselves.

The phenomenon is sensed by the central controller and islanding commands are issued to

the circuit breakers at the line connecting Bus 16 and Bus 24 and the line connecting Bus

16 and Bus 21. These two lines are finally open around 1.71 second. After the out-of-step

split, the rotor angle trajectories of these two generators separate faster from the rest of

the system. This event can be observed in the power output of the generators as a spike

at the same time as shown in Fig. 6.13. The real output of the power will come back to

a stable condition at 4.95 seconds after a series of oscillations. After the split, the bigger

island operates at a reduced frequency of 59.87Hz while the smaller island is over-generated,

resulting in a frequency of 60.6 Hz.
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Figure 6.14: Generator angels showing OOS condition (BW=100Mbps, D=10ms)

The OOS protection scheme is further stress tested on an inferior communication network

where the bandwidth is 100Mbps and the delay is 10ms for each link. The co-simulation

results in this condition are plotted in Fig. 6.14 and Fig. 6.15. The results show that the

scheme can still restore the system, but with a slower response. The OOS separation is at

1.77 seconds and the system return to stability around 5.02 seconds. This slower response

results in larger spike compared to Fig. 6.13, which could potentially damage system devices
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Figure 6.15: Generator real power outputs (BW=100Mbps, D=10ms)

in practice.

For the same network, if a communication link failure is also considered in the co-simulation,

the results will be totally different. The rotor angles and real power outputs of the generators,

after a communication link failure occurs following the short-circuit fault, are plotted in

Fig. 6.16 and Fig. 6.17. It can be concluded that the OOS protection scheme fails to form

the islands. This is because the average phasor transmission delay will be increased after

the network loses an critical path. Some of the angle measurements cannot reach the central

controller before its timer expires. Therefore, better communication network or longer timer

is required to secure the protection scheme in this scenario.
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Figure 6.16: Generator angels with link failure (BW=100Mbps, D=10ms)
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Figure 6.17: Generator real power outputs with link failure (BW=100Mbps, D=10ms)



Chapter 7

Conclusion and Future Work

This dissertation studies the problem of power system and communication network co-

simulation, which is in great need in the smart grid research area. This dissertation proposes

a new co-simulation framework GECO using a global event-driven mechanism. GECO can

be seen as a universal design pattern for hybrid system simulation. It accurately synchronizes

the simulation time across several simulator processes, therefore providing better simulation

fidelity. Using a global priority queue to hold the simulation events from power system sim-

ulator and communication network simulator is the key for implementing the framework.

The implementation of GECO in this dissertation consists of PSLF and NS2.

In addition, communication-based power system applications are proposed and studied on

GECO. First, a communication-based distance relay protection scheme is proposed. Via

real time communication among relay agents, the proposed protection scheme achieves faster

backup remote protection than traditional schemes and is robust against hidden failure. The

proposed protection scheme is also non-intrusive so that it can improve the current relaying

infrastructure with modest upgrade. Then, the impact of communication infrastructure on

the all-PMU state estimator is studied on GECO. Critical conditions for reliable system

monitoring are found using sensitivity analysis on key network parameters. The results

show the vulnerability of the all-PMU state estimator. Last, a new PMU-based Out-of-Step

protection scheme is proposed. The proposed scheme can automatically identify coherent

groups of machines, identify OOS condition and apply islanding strategy using proposed

clustering algorithm and islanding algorithm. The scheme has the potential to be applied to
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large-scale complex power systems when offline simulations are not sufficient to include all

kinds of system contingencies.

The proposed power system applications requires a wide-area infrastructure which consists of

interconnected power system and communication network. Without a co-simulation platform

like GECO, the applications cannot be properly investigated. This dissertation fills the gap

and enables the study of WAMS applications which have not been seen before.

The research work introduced in this dissertation can be extended in multiple directions:

1. Improvement on GECO

The current implementation of GECO integrates PSLF and NS2. There are many other

available simulators in the market that are potentially better than PSLF and NS2. For

example, as for power system simulators, there are PSS/E, PSCAD/EMTDC, InterPSS

etc.. As for communication network simulators, there are NS3, OPNET, QualNet etc..

These candidates have better user interface and richer libraries. Therefore, integrating

them into GECO framework can potentially improve the user experience. Further-

more, the current implementation requires two independent processes busy-waiting for

each other which makes the simulation very slow. Better inter-process communication

method should be studied to improve the simulation speed.

2. Improvement on Case Study I

Current decision making in the communication-based distance relay protection scheme

is simple. More complete and convincing real time decision making policy is desired.

When a fault happens in the system, multiple backup relays can sense the fault and

each of them is likely to communicate with the master agent or peer agent to make

protection decision. It is important to learn how to limit the tripping cost when only

one tripping among the relay agents is sufficient.

3. Improvement on Case Study II

Current simulation cases consider single network contingencies. More complex con-

tingency or cyber attacks should be evaluated for further test the vulnerability of the

estimator. The network infrastructure in the simulation cases is hypothetical. It is bet-

ter to include real networks used in utilities to enhance the simulation fidelity. Also,

different system topologies can be considered.
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4. Improvement on Case Study III

The proposed scheme is validated on a small scale system with exact two coherent

groups. To further study the proposed scheme, much larger system should be consid-

ered. The ability to handle more than two coherent groups of the protection scheme

needs to be verified. It is important to know if recursively applying the islanding al-

gorithm can properly maintain the system stability. Also, real time transmission line

weight should be considered. For example, real time power flow or current value can

be used as the line weight in the islanding algorithm.
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