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Abstract: Although the escalation in online child sexual abuse material (CSAM) is not a novel
problem, recent digital proliferation has brought about new alarming challenges in addressing the
issue. CSAM poses significant risks to children and society in general, the most serious being the long-
lasting harmful effects on depicted victims. The already distressing problem is exacerbated by the
worldwide appearance and spread of Al-driven or virtual CSAM, as Al offers a fast and increasingly
profitable means for the sexual exploitation of children. The paper aims to provide a comprehensive
review of current legislative measures focusing the European Union for combating online CSAM.
With a particular focus on Al-driven CSAM, we will systematically evaluate the effectiveness and
applicability of these regulations in addressing virtual CSAM. The paper will conclude with policy
recommendations to address identified gaps in the European legislative framework concerning
virtual CSAM.

Keywords: online; child sexual abuse material (CSAM); artificial intelligence; Al-driven CSAM,;
regulation; Europe; European Union

1. Introduction

Child Sexual Abuse Material (CSAM) refers to any visual or textual content that depicts
or involves the sexual abuse or exploitation of children. CSAM can include photos, videos,
audio, drawings, and even digital manipulations of children in sexual contexts (ECPAT
2016). In the context of this paper, “traditional” CSAM depicts real, existing children in
sexually exploitative situations. These materials involve actual victims, and their creation
typically involves the direct abuse or exploitation of children. “Virtual” CSAM, on the other
hand, either features actual children’s digitally manipulated images or entirely fictional
situations with fictional characters. This paper utilizes Krishna et al.’s (2024, p. 1) definition
of virtual CSAM or Al-driven CSAM, according to which virtual CSAM has two main
forms: Al-generated CSAM and Al-manipulated CSAM. The term Al-generated CSAM
indicates new sexual images of fictional children, while Al-manipulated CSAM refers to
images and videos of real children altered into sexually explicit content.

Although the phenomenon can be referred to by various terms, CSAM is the preferred
term in legal and policy contexts globally (ECPAT 2016), as it clearly conveys the abusive
nature of the material and reflects the resulting trauma to the child. Some legal frameworks
use different terms, such as child pornography (including in the United States under
18 U.S.C. § 2256), which is defined as “any visual depiction of sexually explicit conduct
involving a minor” (Lindenhovius 2022). The U K. is another example where Indecent and
Prohibited Images of Children (The Crown Prosecution Service 2018) is a definition used in
legal proceedings, which makes it illegal to create, distribute, or possess indecent images
of children. This terminology often extends beyond images to videos and other forms
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of digital content (Kloess et al. 2017). Australia, yet another country, uses the term child
exploitation material, focusing on the exploitation aspect under the Criminal Code Act 1995
(Krone et al. 2017). Diverse terms aside, many experts and child protection organisations are
encouraging the term “child sexual abuse material” because the term “child pornography”
downplays the abuse and implies consent or active involvement by the child, which is
inherently not possible (ECPAT 2016).

CSAM is widespread all over the world. In 2023, CyberTipline, the hotline of the
National Center for Missing and Exploited Children (NCMEC 2023), received 35.9 M
reports of suspected online child sexual abuse cases involving the possession, creation,
or distribution of CSAM. This trend represents an 18.4% increase in reporting from 2021.
In 2023, CyberTipline received over 186,000 reports regarding online enticement—a more
than 300% increase from 2021 (NCMEC 2023). Online enticement or grooming is a form of
exploitation involving an individual who communicates online with someone they believe
to be a child with the intent to commit a sexual offence or abduction. In 2023, 91.7% of
reports to CyberTipline involved the upload of CSAM by users outside of the U.S., 4.5%
of reports involved U.S. users, and 3.8% had an unknown origin, indicating that most
of these severe crimes occurred cross-border and their investigation requires a concerted
effort from law enforcement and internet service providers (NCMEC 2023). The majority
of reports received were related to the circulation of CSAM, but the data also indicated
a continued rising trend in reports of the use of generative artificial intelligence (GAI) in
child sexual exploitation. Offenders use GAI for Al-driven CSAM in distinct ways: (i)
they can create deepfake sexually explicit images or videos based on any photograph of a
real child (Al-manipulated CSAM), or (ii) generate CSAM depicting computer-generated
depictions of children engaged in graphic sexual acts (Al-generated CSAM). In 2023,
CyberTipline received 4700 reports of CSAM or other sexually exploitative content related
to GAI (NCMEC 2023).

With the radical shift to online spaces during lockdowns prompted by the recent
coronavirus pandemic, there was a significant upsurge in CSAM. Compared to the 16.9 M
reports received by CyberTipline in 2019, the number of reports increased to 21.7 M in 2020
and reached a staggering 29.3 M in 2021 (NCMEC 2021). Other sources (e.g., WeProtect
Global Alliance 2023; Interpol 2022) corroborate the trend. CSAM surged during the
pandemic due to a combination of increased internet usage, social isolation, and the closure
of schools, which left children more vulnerable and exposed to online predators, as well as
the limited ability of law enforcement to monitor and respond to these crimes amidst the
broader public health crisis (European Commission 2022; Interpol 2022). Lovett went as
far as using the term “silent epidemic” (Lovett 2024) to refer to the growing trend of child
sexual abuse cases under the pandemic.

Europe is one of the regions which have given significant consideration to the issue
of child exploitation, particularly child sexual exploitation, and have adopted a robust
and multifaceted approach that involves comprehensive legislation, dedicated institutions,
and cross-border co-operation. The European Union (EU) has implemented stringent legal
frameworks such as Directive 2011/93/EU!, which mandates member states to adopt
measures against the sexual abuse and exploitation of children and child pornography. The
Directive ensures a harmonized approach across the EU, enhancing legal consistency and
enforcement capabilities. Furthermore, specialized agencies like Europol’s European Cyber-
crime Centre (EC3) and initiatives such as the EU Internet Forum (European Commission
2024) work collaboratively to prevent and combat online child sexual abuse by facilitating
information sharing and operational co-operation among member states. Additionally, the
EU has invested in public awareness campaigns and support systems for victims, including
hotlines and helplines in the form of the joint Insafe-INHOPE network of Safer Internet

1 Directive 2011/93/EU of the European Parliament and of the Council of 13 December 2011 on Combating the
Sexual Abuse and Sexual Exploitation of Children and Child Pornography, and Replacing Council Framework
Decision 2004/68/JHA. (O] L 335 of 17 December 2011). Available online: https://eur-lex.europa.eu/legal-
content/EN/TXT /?uri=celex:320111.0093 (accessed on 25 October 2024).


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32011L0093
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32011L0093
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Centres in the European Union?. These combined efforts reflect the EU’s comprehensive
commitment to protecting children from exploitation and ensuring their safety and well-
being. Furthermore, the EU is politically, legislatively, and geographically central in the
fight against cybercrime due to its comprehensive legal frameworks such as the General
Data Protection Regulation (GDPR)? and the Directive on Security of Network and Infor-
mation Systems (NIS 2 Directive)*, established institutions like Europol and the European
Union Agency for Cybersecurity (ENISA), and its strategic location bridging eastern and
western cybercrime networks, and facilitating extensive international co-operation and
enforcement efforts across borders (Murphy 2024; Bendiek and Maat 2019; Markopoulou
et al. 2019).

One of the most significant challenges in the fight against online child sexual exploita-
tion is balancing online safety with citizens’ privacy and freedoms, particularly in the
age of GAL The severity of harm caused by virtual CSAM remains a subject of debate,
complicating regulatory and enforcement efforts. As GAI technology advances, its capacity
to create highly realistic images indistinguishable from real photos increases, which raises
concerns about potential psychological impacts and ethical implications (Linz and Imrich
2001; Ali et al. 2024). These advancements necessitate robust legal frameworks to address
the creation and distribution of Al-driven CSAM while ensuring that privacy rights are
not excessively compromised (Thiel et al. 2023, p. 8; Internet Watch Foundation 2023). In
addition, stricter surveillance and data monitoring measures necessary for detecting and
preventing crimes often conflict with fundamental privacy rights, raising concerns over
the potential misuse of Al technologies for mass surveillance and the erosion of individual
freedoms (Fuster and Jasmontaite 2020; Pavlova 2020; Korff 2019).

CSAM poses significant risks to children and society in general. Children depicted
on CSAM are victims of sexual abuse even if no physical force is involved, even if they
know the abuser, and even if the material is self-made. With the recording of the sexual
abuse, victims experience further and ongoing victimisation, potentially resulting in even
more serious mental health consequences that may impact their adulthood as well. These
include constant feelings of guilt and shame (Gewirtz-Meydan et al. 2018; Svedin and
Back 2003), humiliation (Gewirtz-Meydan et al. 2019), worry about being recognized in
public (Gewirtz-Meydan et al. 2018; NCMEC 2022), fear that others would think that they
had been willing participants, and mental difficulties like anxiety, depression, paranoia,
sleeping problems, hypervigilance, suicidal ideation or attempts, other self-harm, low body
image, and relationship and sexual difficulties (Canadian Centre for Child Protection 2017).
Many victims also feel pressure to co-operate and non-disclose (Silbert 1989). Feelings of
guilt, shame, and humiliation are intensified by the fact of being photographed or recorded
(Hunt and Braid 1990). Being out on the internet, recordings cause an ongoing experience
of revictimisation, a feeling that the abuse never ends (Gewirtz-Meydan et al. 2018).

Pornographic material, including CSAM, is used to groom and harass children and
youth, and their exposure to such material also has several harmful effects, such as social
maladjustment, psychological problems, violence, normalization of sexual pathology, and
changes to sexual behavior (Taylor 2018). The normalization of sexting and other risky
sexual behaviors is also a possible consequence of the spread of CSAM (Foothills Child
Advocacy Centre n.d.). According to Taylor (2018), the rise of child-on-child sexual assault
may be causally linked to children’s access to pornography.

Besides the effects on victims and children exposed to CSAM, other possible adverse
consequences are also mentioned in academic discourse. Such a potentially harmful, albeit

https:/ /www.betterinternetforkids.eu/ (accessed on 16 July 2024).

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the Protection of
Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of Such Data, and
Repealing Directive 95/46/EC. Available online: https://gdpr-info.eu/ (accessed on 25 October 2024).

*  Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on Measures
for a High Common Level of Cybersecurity Across the Union, Amending Regulation (EU) No 910/2014 and
Directive (EU) 2018/1972, and Repealing Directive (EU) 2016 /1148 (NIS 2 Directive). Available online: https:
/ /eur-lex.europa.eu/legal-content/EN/TXT/PDF /?uri=CELEX:32022L.2555 (accessed on 25 October 2024).
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somewhat debated, effect is CSAM being a gateway or a fuel to hands-on sexual offending.
Although some scholars argue that virtual CSAM may help to prevent contact child abuse
by providing an acceptable alternative outlet for paraphilic sexual urges (Diamond et al.
2011; van Es 2016), a more widely supported view is that consuming CSAM might actually
increase the risk of contact offending (e.g., Insoll et al. 2022; Johnson 2020). Although
the controversy is far from being resolved, it seems plausible to assume that CSAM con-
sumption can act as a risk factor for contact abuse in the case of those who are already
predisposed to offend (Seto et al. 2001), but not so much for those without a previous
history of contact child sexual abuse (Hornle et al. 2024; Endrass and Rossegger 2010).

Another growing body of research deals with the phenomena of desensitisation and
normalisation that may occur as a result of continued exposure to CSAM, which may lead
to a preference for more extreme and abusive child exploitation material (Seigfried-Spellar
and Rogers 2013) and can undermine internal inhibitions against abusing children (Russell
and Purcell 2008). Empirical evidence suggests that pornography consumers can escalate
into using CSAM because of boredom due to habituation, even in the absence of pedophilic
preferences (Knack et al. 2020; Seigfried-Spellar and Rogers 2013).

The already distressing problem of CSAM is exacerbated by the worldwide appearance
and spread of Al-driven CSAM. Besides the revictimisation of former victims and the
victimisation of others (e.g., famous children, by practically flooding the internet), virtual
CSAM puts tremendous strain on police and law enforcement systems, also impeding the
identification and protection of real child victims of sexual exploitation (Krishna et al. 2024;
NCMEC 2024).

The paper aims to provide a comprehensive review of current European legislative
measures in combating online CSAM. With a particular focus on Al-driven CSAM, we will
systematically evaluate the effectiveness and applicability of these regulations in addressing
virtual CSAM images. The paper will conclude with policy recommendations to address
identified gaps in the EU’s legislative framework concerning virtual CSAM.

2. Method and Sample

Applying two distinct but complementary research methods, the paper aims to pro-
vide a comprehensive understanding of the effectiveness of legal regulations designed to
address these harms. The integrative literature review (research method 1) forms the foun-
dation of the study by synthesising existing knowledge on the topic, specifically the legal
and regulatory landscape concerning traditional and virtual CSAM in Europe. As Shuck
(2011) describes, this method is useful in evolving fields with diverse perspectives, such
as online child exploitation, where both technological advancements and legal responses
are rapidly changing. The review’s purpose is to create a comprehensive understanding
of how these harms are currently regulated and to highlight areas where new insights or
knowledge gaps exist. The literature review employs the triangulation method, which
involves cross-verifying findings through multiple sources to enhance the validity and
reliability of the review. In this context, the review analyses various data sources (e.g., aca-
demic journal articles, legal reports, directives). By doing so, the literature review captures
a broader and more nuanced understanding of the issues around CSAM and Al-generated
content. The review was conducted by identifying sources from databases like EBSCO
and ProQuest, using specific keywords to capture relevant publications between 2014 and
2024, using keywords “online child sexual abuse/CSAM/online child sexual exploita-
tion/CSE + legi*/lega* + Europe,” “online child sexual abuse/CSAM/online child sexual
exploitation/CSE + legi*/lega* + challenge,” and online child sexual abuse/CSAM/online
child sexual exploitation/CSE + artificial intelligence/Al” published between 2014 and
2024, which made it possible to select 71 sources including peer reviewed journal articles
and reports.

Several key factors explain why we chose to review the literature over the 10-year
timeframe from 2014 to 2024. During this time, the EU has implemented crucial regulatory
frameworks, and introduced new strategies like the EU Strategy for a More Effective
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Fight Against Child Sexual Abuse (European Commission 2020). The period also reflects
technological advancements, particularly the rise of artificial intelligence and deepfake
technologies and their implications for detecting and combating CSAM (Okolie 2023). As Al
technologies began playing a more prominent role in law enforcement, this decade marks
a critical time for the intersection of technology and regulation. Additionally, the Lisbon
Treaty (2009) fundamentally reshaped the EU’s legal landscape, giving more legislative
power to the Union in areas of justice and home affairs (Carrera and Guild 2014). By
focusing on the post-2014 period, the review captures the EU’s evolving legal capacity to
harmonise laws related to child protection and CSAM. By extending the literature review
to 2024, the research captures current developments and ongoing discussions about CSAM
regulation, including the COM (2022) 209 Final®, the role of platforms under the Digital
Services Act (DSA 2022)%, and how evolving legislation addresses emerging Al-driven
threats. This future-oriented approach ensures the literature review remains relevant for
ongoing policy discussions.

Following the literature review, the paper undertakes a legal analysis (research method 2)
to assess the effectiveness and applicability of current legal regulations addressing both
traditional and virtual CSAM. The legal analysis directly engages with the content and
structure of the relevant laws and regulations identified in the literature review, aiming to
address the research questions. The analysis focused on key international and EU regulations,
directives, proposed legislation, and non-binding treaties that govern CSAM and Al-driven
content. The selection criteria for the instruments were guided by relevance to the research
questions. Once identified, each legal instrument was assessed based on its applicability to
traditional CSAM and Al-driven content, especially in addressing deepfake technologies,
and considering both strengths and potential weaknesses of existing legal frameworks. The
analysis sought to evaluate the effectiveness of these laws in practice, such as the enforcement
mechanisms in place, gaps in addressing Al-driven content, and challenges encountered
by law enforcement agencies. Both methods are designed to answer the research questions
comprehensively. The literature review offers a broad overview of the regulatory landscape
and its challenges, while the legal analysis provides a detailed evaluation of specific laws,
ensuring the study offers actionable insights and policy recommendations.

The instruments we analyzed in the manuscript span international, European, and
technological regulatory frameworks. Thus, we used the European Convention on the
Rights of the Child as an international convention, the Budapest and Lanzarote Conventions
as Council of Europe regulatory frameworks, European Union proposed legislations (COM
(2022) 209 Final), directives (European Directive 2011/93/EU), and regulations (DSA
2022) to provide a broad spectrum for addressing traditional CSAM as well as the novel
challenges posed by Al-driven content.”

5 Proposal for a Regulation of the European Parliament and of the Council Laying Down Rules to Prevent and

Combat Child Sexual Abuse. Available online: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:
2022:209:FIN&qid=1652451192472 (accessed on 25 October 2024).

6 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single
Market For Digital Services and Amending Directive 2000/31/EC (Digital Services Act) (Text with EEA
Relevance). PE/30/2022/REV /1. O] L 277, 27 October 2022. Available online: https://eur-lex.europa.eu/
legal-content/EN/TXT /?uri=CELEX:32022R2065 (accessed on 25 October 2024).

7 The recently enacted Artificial Intelligence Act of the EU (Regulation (EU) 2024/1689 of the European Parliament
and of the Council of 13 June 2024 laying down harmonised rules on artificial intelligence and amending Regulations
(EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144
and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828) does not directly aim to enhance Al-driven
identification of victims and offenders in CSAM investigations. While it sets stringent regulations on Al
use, particularly prohibiting most real-time biometric surveillance in public spaces, the AIA focuses more on
regulating Al risks rather than providing tools to aid law enforcement in tackling CSAM. The AIA’s primary
goal is to control how Al can be used, with exceptions granted only in specific, tightly regulated scenarios.
Such an exception is the one regulated in Section 5(1) d of the AIA, which states that the otherwise prohibited
use of ‘real-time’ remote biometric identification systems in publicly accessible spaces for the purpose of law
enforcement can be used for the targeted search for specific potential victims of crime, including missing
children, for the prevention of a specific, substantial, and imminent threat to the life or physical safety of
natural persons or of a terrorist attack and for the detection, localisation, identification, or prosecution of a
perpetrator or suspect of a criminal offence referred to in Council Framework Decision 2002/584/JHA and
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International conventions or treaties are agreements between countries that become
legally binding agreements to the contracting States once they ratify them. One such legal
instrument is the UN Convention on the Rights of the Child (UN CRC), which outlines the
fundamental rights of every child, regardless of their race, religion, or abilities (UNICEF
n.d.). As of 2024, 197 countries, including all EU member states, are parties to it.

Council of Europe Treaties, formally known as conventions, are legally binding inter-
national instruments that form the European legal space. The ratification of the convention
by a member state creates an obligation in international law to implement it and comply
with it (Council of Europe n.d.). Such legal instruments are the Lanzarote Convention and
the Budapest Convention, which provide benchmarks on substantive criminal laws for
the protection of children from sexual abuse and exploitation in the online environment
(Children’s Rights Division of the Council of Europe 2019). The former was ratified by all
EU member states, while the latter by all but one EU member states.

Several types of legal act are used by the EU to achieve the different goals set out in its
treaties, of which regulations and directives are the central types of instrument. Regulations
like the Digital Services Act are directly applicable across the EU (European Union n.d.).
Directives, like Directive 2011/93/EU, are also legally binding instruments but have to be
transposed into national legislation (EU Monitor n.d.). In the following sections, we select
some of the documents mentioned and analyze their relevance in seeking answers to the
research questions. By evaluating these treaties, conventions, directives, and regulations,
the manuscript critically assesses the adequacy of current legal frameworks in tackling both
realistic and Al-driven CSAM, identifying potential gaps, and recommending necessary
updates to address these emerging threats.

The following research questions aim to guide a comprehensive and systematic evalu-
ation of European legislative measures:

RQ1: Applicability to Virtual CSAM: How applicable are current legislative
measures in addressing realistic CSAM images that depict virtual children and
Al-driven CSAM (deepfakes), and what are the potential gaps?

RQ2: Policy Recommendations: What policy recommendations can be made
to address identified gaps in the European legislative framework concerning
realistic CSAM, particularly those generated by Al technologies?

2.1. UN Convention on the Rights of the Child (1990)

The UN Convention on the Rights of the Child (UN CRC), adopted in 1990, is the
first comprehensive international treaty that explicitly addresses and combats the sexual
exploitation of children, establishing a legal framework for protecting children from all
forms of sexual abuse and exploitation and obliging state parties to take legislative, admin-
istrative, and educational measures to safeguard children’s rights. As such, it serves to set
the guiding principle of the child rights-based approach in the pursuit of child protection
(Goldhagen et al. 2020; Sandberg 2018). The UN CRC influenced directives such as the
European Directive 2011/93/EU and Council of Europe conventions like the Lanzarote
Convention (discussed below). It defines a child as “every human below the age of eighteen
years unless, under the law applicable to the child, the majority is attained earlier” (United
Nations 1990, Art. 1), and EU legislation use this definition and approach wherever they
aim to provide legal protections to children. The UN CRC stipulates that in all actions
concerning child victims of sexual violence, exploitation and abuse, whether undertaken
in drafting laws, or by public or private social welfare institutions, police, courts of law,
administrative authorities, or legislative bodies, the best interest of the child has to be a
primary consideration (United Nations 2019, p. 17). The CRC’s Optional Protocols, notably

punishable in the Member State concerned by a custodial sentence or a detention order for a maximum period
of at least three years. Section 2(2) of the referred Council Framework Decision, among others, mentions the
sexual exploitation of children and child pornography, giving relevance to the AIA with respect to the fight
against online child sexual abuse.
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the Protocol on the sale of children, child prostitution, and child pornography (OHCHR
2000), provide further important guidance for the realisation of children’s rights concern-
ing sexual exploitation and abuse online. It calls for legislative, policy, and educational
initiatives guided by the best interest of the child, ensuring that European legal regulations
are anchored in international child rights standards. This interaction ensures that EU
legislative efforts to combat CSAM are child-centered, comprehensive, and aligned with
global human rights standards. It is worth noting that the CRC does not specifically call for
the criminalisation of child sexual abuse images, nor would it be a binding legal document
for signing parties even if it did.

Similarly, the “Rio de Janeiro Declaration and Call for Action to Prevent and Stop
Sexual Exploitation of Children and Adolescents” (Rio Declaration, UNICEF 2008) is also
a non-binding, international standard aimed at protecting children from online sexual
exploitation. It calls on countries to continue to ratify and implement international human
and child rights instruments, define, prohibit, and criminalise all acts of sexual exploitation
of children in their justification, and establish effective extraterritorial jurisdiction. It also
calls on countries to increase efforts to address the sexual exploitation of children and
adolescents through the development of holistic national protection systems that aim to
protect children from all forms of violence and exploitation.

2.2. Cybercrime Convention (2001)

The Council of Europe Convention on Cybercrime® requires ratifying states to crimi-
nalise offences against, and committed by, using computer systems, including child pornog-
raphy (Art. 9), and provides law enforcement with effective means to investigate cybercrime
and secure electronic evidence. It also establishes a framework for international police and
judicial co-operation in computer-related cases involving crimes against children. Although
it does lay down the foundations of co-operation between internet service providers (ISPs)
and law enforcement, the Convention faces several challenges in prosecuting online CSAM
in practice. These challenges are complex and involve both legal and technical aspects, and
international co-operation.

The first challenge is the cross-border nature of cybercrime and CSAM, respectively.
The internet’s borderless nature complicates jurisdictional authority. Crimes involving
CSAM often span multiple countries, each with its own legal framework and enforce-
ment capabilities. Co-ordinating legal actions across jurisdictions can be challenging and
time-consuming. The second issue is that ratifying countries may have inconsistent legal
definitions of CSAM. Although the Council of Europe’s Lanzarote Convention (Council of
Europe 2007) and EU Directive 2011 against online child sexual abuse (which we address
later) give unified definitions of CSAM (“child pornography”), different countries may have
varying definitions of what constitutes CSAM, which can hinder mutual legal assistance
and co-operation. For instance, what is considered illegal material in one country might
not be illegal in another, leading to difficulties in prosecution and enforcement. Several
authors emphasize that, in order to prosecute and investigate online child sexual abuse
across national borders, countries rely heavily on extraterritorial jurisdiction clauses as
well as informal and formal law enforcement collaboration channels (Broadhurst 2019;
Witting 2021; Zharova 2023; Sorban 2024). Thirdly, the variation in data retention laws
across countries can affect the availability of crucial evidence. Some countries may have
stringent data protection regulations that limit access to necessary data for investigations
(Kasper and Laurits 2016). And, last but not least, obtaining digital evidence from ISPs and
tech companies can be challenging, especially when these entities are based in different
jurisdictions. Legal processes to access these data can be slow and bureaucratic (Atrey 2023).

8 ETS No. 185, also known as the Budapest Convention, available online: https://www.coe.int/en/web/

cybercrime/the-budapest-convention (accessed on 25 October 2024).
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2.3. The Lanzarote Convention (2007)

The Council of Europe Convention on the Protection of Children against Sexual Ex-
ploitation and Sexual Abuse (known as Council of Europe Treaty Series No. 201 or the
Lanzarote Convention 2007) is the first convention to go beyond the possession, production,
and dissemination of CSAM by identifying as an offence the solicitation of children for
sexual purposes through computer systems, including child pornography, also known
as “grooming”. According to the Lanzarote Convention, both national and international
co-operation are required from ratifying states for the effective eradication of online sexual
exploitation and abuse of children and the protection of victims. The Budapest and Lan-
zarote Conventions combined contain a comprehensive set of measures that support the
facilitation of international operational cooperation.

Third countries can accede to Council of Europe conventions, such as the Budapest
and the Lanzarote Conventions, but they will only be binding for adopting countries if
they also ratify them. Nevertheless, the lack of ratification or a failure to meet obligations
arising from ratification will not entail sanctions against non-compliant states as the Council
does not have an enforcement system (EFF n.d.). After ratification, states are obliged to
transpose the treaty’s recommendations into national legislation. Within the EU, directives
are substantive legal instruments which specifically require member states to criminalise
acts stipulated in them (Bux and Maciejewski 2024). However, as opposed to regulations
that are directly applied to member states, directives offer a framework and pose obligations
to member states, to meet specific goals within the member states” own legislative and
non-legislative systems. The European Directive on combating the sexual abuse and sexual
exploitation of children, and child pornography (2011/93/EU), is one such instrument
criminalising all forms of CSAM.

2.4. European Directive 2011/93/EU

The European Directive on combating sexual abuse, sexual exploitation of children,
and child pornography is a regional, European document treating sexual exploitation and
abuse online (2011/93/EU, hereinafter European Directive). The Directive reflects the
goals of both the Budapest and Lanzarote Conventions (Postolache 2023) in that it calls for
the criminalisation of CSAM offences (“child pornography”) and the definition of a child
(anyone not older than 18 years of age). It proposes that ratifying states should criminalise
all forms of online child sexual abuse, including realistic images and pseudo-photographs.
It also adopts the Lanzarote Convention’s proposal for criminalising online grooming with
the intention of establishing physical contact with the child without the requirement of
actual physical contact. To improve effectiveness, the directive introduces new provisions,
which require authorities to adopt a more proactive approach to the detection of crimes.
One such provision is that victims do not need to have submitted a complaint for the
authorities to investigate and prosecute. Similarly, statutes of limitation applicable to the
crimes must be extended to enable prosecution even after more than 18 years after the fact
(Art. 15(2)) and investigative tools must be made available (Art. 15(3)). The European
Directive seeks to lift existing barriers and demands the lifting of professional or medical
confidentiality so that suspected sexual offences can be reported (Art. 16). To broaden the
territorial scope of investigations, the European Directive demands the adoption of a clause
of extraterritorial jurisdiction enabling authorities to pursue suspects including habitual
residents who perpetrate offences in a third country (Art. 17). In support of a child-centered
approach, member states are required to plan assistance, support and protection measures
for victims from an early stage (Art. 18).

The European Directive is a binding legal document for member states of the European
Union, which have to amend their regulations on online CSAM accordingly. It is a substan-
tive criminal law instrument that requires member states to criminalise a series of offences
and sets standards for prevention measures and victim support. However, its applicability
in practice faces several challenges, and has received criticism. One of the primary concerns
of its critics is its inconsistent implementation across EU member states. The Directive
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gives broad discretion to member states in transposing its provisions. It contains minimum
harmonization provisions, which oblige member states to criminalise certain acts and adopt
certain levels of sanctions, but it also has numerous openly worded provisions. As a result,
member states can interpret and enforce discretionary rules of the European Directive
differently, leading to uneven levels of protection and enforcement. This variability can
undermine the Directive’s effectiveness in providing uniform safeguards for children across
the EU (Huemer 2024).

Furthermore, resources and infrastructure available in member states for the effective
implementation of the Directive vary significantly. Countries with more limited resources
may struggle to meet the Directive’s requirements, which causes gaps in protection and
enforcement (Huemer 2024). The Directive mandates EU member states to criminalise and
actively combat all forms of CSAM, implement victim support systems, conduct thorough
investigations, and ensure cross-border cooperation. However, countries with limited
resources may lack the necessary infrastructure, such as trained law enforcement personnel
(Odink 2024), advanced technology for identifying CSAM (Henseler and de Wolf 2019;
Steel 2024), and sulfficient social services for victims (Joleby et al. 2021). This can lead to
inconsistent enforcement of the Directive’s provisions, creating gaps in protection where
children are more vulnerable, and challenges in prosecution (van den Brink et al. 2022),
particularly in less resourceful states. These gaps can also undermine broader European
efforts to create uniform standards of child protection across the EU, and implement cross-
border co-operation in Europol-led investigations or share critical intelligence with other
EU member states (Broadhurst 2019).

Technical and legal challenges arise because of the European Directive’s reliance on
existing national legal frameworks and the resulting fragmentation of and significant
differences in legal definitions and sanctions related to child sexual abuse and exploitation.
This fragmentation complicates cross-border cooperation and enforcement (Huemer 2024).
Rapid technological advancements also represent a challenge as they make implementing
the European Directive difficult for law enforcement agencies. Experts say that the Directive
needs continuous updates to address new forms of online child exploitation effectively
(Huemer 2024). Due to the ongoing technological evolution of online CSAM, the European
Directive does not cover all of the related technological issues, nor does it provide clues on
how to reconcile respect for fundamental rights with the urgent need to combat the sexual
abuse of children. Among other shortcomings, it does not provide guidelines on the realistic
depiction of children or adults portraying children—which can include users’ virtual alter
egos or avatars on virtual reality platforms—or whether they should be criminalised, and
it does not stipulate what measures should be implemented to enforce a takedown and
to investigate such cases. Even in more regular cases, the detection of online CSAM is
rendered difficult by end-to-end encrypted (E2EE) communications or by the anonymity of
internet users.

The Directive also includes “realistic images of children” among the subjects of “child
pornography” (the name of CSAM in the Directive), but it allows member states to deviate
from this particular point and only criminalise depictions of real and existing children
(Art. 2(c)). This results in discrepancies between states and has made co-operation difficult
(Europol 2020a, 2020b). Regarding online CSAM, the case law of the European Courts
of Human Rights (ECHR) could give some guidance on interpretation. However, even
though the obligation of the members states to conduct effective criminal investigations in
cases involving violence against children has been highlighted as a positive development in
several cases, there is no case law at the moment that would address the realistic depiction
of children in CSAM (Huemer 2024).

In addition, the European Directive mandates measures that are, at times, in conflict
with stringent data protection laws, such as the General Data Protection Regulation of the
European Union (GDPR). Balancing the need for privacy with the effective monitoring and
enforcement against the exploitation of children remains a significant challenge (Internet
Watch Foundation 2023), and we will discuss it further in the next section on the COM (2022)
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209 Final. Furthermore, the effective implementation of the Directive requires effective
co-ordination between various stakeholders, including law enforcement, child protection
services, and non-governmental organisations. The lack of streamlined co-ordination
mechanisms can hinder the Directive’s effectiveness (Baines 2021), therefore, ensuring
efficient cross-border co-operation among EU member states is crucial for addressing child
exploitation. Due to differences between legal systems and enforcement capabilities, it
remains a complex task, however (Baines 2021). A recent European Parliamentary Research
Service (EPRS) analysis concluded that it is necessary to amend the Directive focusing on
stronger preventive measures, educational programs, and assistance to victims, and more
efficient investigation and prosecution mechanisms through international co-operation
(Huemer 2024).

2.5. COM (2022) 209 Final

One of the latest initiatives in the fight against online CSAM is the EU Strategy for a
More Effective Fight Against Child Sexual Abuse (European Commission 2020) published
by the European Commission in 2020. An interim, temporary regulation was also proposed,
which allows ISPs to derogate from the confidentiality requirement of the e-Privacy Direc-
tive®. This means that ISPs can scan user communications and report CSAM exchanges
to LEAs on a voluntary basis. At the same time, this legislation did not constitute a legal
basis for processing data and has created inefficiencies in the co-operation between public
authorities and service providers (Rezende 2024). Given the expiration of the temporary
interim regulation in August 2024, the European Commission extended this instrument
referring to the COM (2022) 209 Final (hereinafter Proposed Regulation). Compliance with
the Proposed Regulation is not voluntary, and it imposes obligations on ISPs to detect,
report, and remove CSAM on their platforms. The Proposed Regulation seems appropriate
and timely (Tolbaru 2022), but it also drew significant criticism (Rezende 2024). First of
all, it is criticized by privacy experts and data protection authorities for mandating ISPs to
monitor user communications and empowering LEAs to widely decrypt users’ communica-
tions contents (E2EE), practices considered disproportionate in democratic societies (Koops
and Kosta 2018; Oerlemans and Gali¢ 2022; Open Letter 2023). Secondly, the absence of com-
mon standards of admissibility of evidence in the EU and the limited relevance of privacy
considerations in defining such standards (European Law Institute 2023, p. 14) have the
result that data gathered through ISP-executed surveillance (monitoring) could jeopardize
individuals’ rights in criminal proceedings. This issue arises in complex, multi-level legal
frameworks like the EU with several different criminal procedure systems, which are only
bound by minimal fair trial standards at the European level (Claverie-Rousset 2013; Ligeti
et al. 2020; Bachmaier 2023).

The Proposed Regulation establishes the European Union Agency to Prevent and
Combat Child Sexual Abuse (the EU Centre), which will create and maintain databases of
known CSAM and develop “indicators” to detect new CSAM and grooming material online.
However, to detect new CSAM, detection orders must be issued that are in conflict with
the confidentiality requirements of the e-privacy Directive of the EU. However, because de-
tection orders targeting the solicitation of children are allowed only if children are involved
in the communication, all users will have to submit their data to age verification systems.
Such tools interfere with the right to private life as they rely on biometric processing or
extensive profiling. For example, social media companies like Instagram are currently
testing Al-powered solutions with which users can verify their age. Such a solution is, for
instance, Yoti, a platform which estimates people’s age by scanning their faces (Postolache
2023). Another method to verify the age of users is requiring new users to send a selfie
video to Yoti, which, in turn, uses machine learning to estimate the user’s age. Since 2021,
Instagram has been using automatic systems to identify underage users. These tools scan

9 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the Processing

of Personal Data and the Protection of Privacy in the Electronic Communications Sector (Directive on Privacy
and Electronic Communications) OJ L 201, 31 July 2002.
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user information such as birthday posts and the average age of their friends to identify user
age (Postolache 2023). A verification system is most certainly needed to identify previously
unknown CSAM, as well as its distribution pathways.

Artificial intelligence can now be used for facial and voice recognition (biometrics) in
automated searches. Biometrics can aid in determining whether CSAM is new, previously
known, or irrelevant. Information from various different sources of imagery (videos and
still images) can be used to compile a more accurate profile (Westlake 2020). Critics say,
however, that introducing such automated age verification/monitoring systems would
eventually have a chilling effect on the use of interpersonal communications services
(van Daalen 2023). Individuals might refrain from using communication platforms or
services, fearing that their privacy could be compromised or that their interactions are
being monitored, even when not engaging in illegal or harmful activities. If ISPs are
pressured to implement automated monitoring, it could conflict with the privacy guarantees
offered by E2EE, reducing privacy protections for all users and possibly hindering free
online communication. This self-censorship can curb freedom of expression and would
discourage or even prevent the use of E2EE by ISPs.

According to critics, technologies used for detecting CSAM and grooming are consid-
ered incompatible with E2EE (Draper 2022, p. 28; Open Letter 2023). The Regulation also
indirectly overloads Europol with CSAM filtering requirements, which would inevitably
lead to many false positives on account of the fact that detection tools process content com-
munications automatically and typically rely on Al Such technologies used to detect groom-
ing have inherently high error rates (European Parliamentary Research Service 2021, p. 16)
and can be easily circumvented (European Parliamentary Research Service 2023, p. 17). Re-
ports following a detection order may include all content data, including images, videos,
and text and all available data other than context data (COM (2022) 209 Final Art. 13c and
d). This may easily overload Europol with filtering tasks, as large quantities of unnecessary
data would end up in its databases, including personal details (names, surnames) and
financial and behavioral data that might allow the profiling of individuals whose link to
child sexual abuse offences has not been identified yet. It is also unclear how national LEAs
could repurpose these data in other investigations since there is little guidance and no
common rules on the admissibility of evidence at EU level (Ligeti et al. 2020; Bachmaier
2023), which could significantly affect individuals’ rights.

Furthermore, while child sexual abuse is a heinous crime, it does not raise national
security issues; the only occasion the CJEU justifies measures that counteract the propor-
tionality rule within the EU (CJEU Privacy International § 7510, CJEU GD § 57'1). Lastly, the
Regulation does not address the consensual exchange of self-generated content between mi-
nors. The Lanzarote Convention’s evaluation committee (Lanzarote Committee 2022, p. 26)
identifies the decriminalisation of consensual sexual activities between children who have
reached the legal age of sexual activities as a promising practice as this is increasingly
considered normal by adolescents (Madigan et al. 2018a, 2018b; Needham 2021). However,
materials exchanged between consensual adolescents (minors) may also be flagged as
CSAM by automated detecting technologies (Witting and Leiser 2022, p. 31). This could
impact children’s rights to privacy disproportionately and lead to undue criminalisation
and stigmatisation.

2.6. The Digital Services Act (DSA 2022)

Artificial intelligence (AI) plays an increasingly significant role in generating harmful
online material, which represents a challenge for legislators. Mania (2024) for example
reveals in a comparative legal study that EU member states adopted different legislations
to regulate and prosecute Al-driven content. Mania (2024) describes the legislative initia-

10 Privacy International v Secretary of State for Foreign and Commonwealth Affairs and o., Case C-623/17,

6.10.2020.
11 GD v Commissioner of An Garda Siochdna and o., Case C-140/20, 5.04.2022.
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tives of EU member states on deepfake and revenge porn material as diverse and often
unrealistic. She defines deepfake and revenge porn as the non-consensual dissemination
of intimate images, often with the help of Al technology (Mania 2024, p. 119). One of the
challenges in prosecuting such material is rooted in the autonomy of national legislatures
and the resulting significant differences between the member states of the EU. Although the
GDPR leaves decisions on the enforcement of privacy and personal data disputes with the
individuals concerned, this has not proved effective for victims of revenge and deepfake
porn. The onus of pursuing their private images online, contacting the ISPs, and convincing
them to remove the images is on users. The removal process is time-consuming and costly,
discouraging victims from coming forward and asserting their rights.

The right to erasure is difficult to assert and does not necessarily achieve the desired
success (Politou et al. 2018). Moreover, the data subject to removal are often stored in a
country different from the country of prosecution, and victims often face problems with
law enforcement jurisdiction as a result (Tesfay et al. 2018). The Digital Services Act (DSA
2022) entered into effect on 17 February 2024, bringing some much-needed order into the
process of remedying individual rights. The DSA regulates online intermediaries and
platforms such as marketplaces, social networks, content-sharing platforms, app stores,
and online travel and accommodation platforms with the goal of preventing illegal and
harmful activities and the spread of disinformation online. It ensures user safety, protects
fundamental rights and creates a fair and open online platform environment by imposing
obligations and responsibilities on intermediaries in the single market across borders,
regardless of users’ place of residence within the EU. It provides the appropriate protection
of user rights and children online by requiring online platforms, hosting services—such as
cloud and web hosting services—and intermediary services offering network infrastructure
to remove illegal online content, including CSAM within a short time (Heldt 2022; Wilman
2022). This immediate takedown mechanism ensures that harmful content is quickly
removed, which protects children from continued exploitation. In addition, very large
online platforms (VLOPs)—defined as those with over 45 million monthly active users—are
required to conduct annual risk assessments. These assessments evaluate the potential
negative impacts on users, including children, and ensure that platforms take steps to
mitigate these risks, such as improving privacy settings and moderating harmful content
more effectively (Frosio and Geiger 2023; World Economic Forum 2022).

The DSA also includes a complete ban on targeted advertising aimed at minors
based on profiling or personal data. It establishes a robust framework for monitoring and
enforcing compliance. In collaboration with the European Commission, national authorities
will ensure that platforms adhere to the new regulations (Heldt 2022; Wilman 2022). This
includes setting up an advisory body overseeing the consistent application of the rules
across the EU. Who has responsibility for investigating and prosecuting illegal and harmful
material will still depend on the member states, however, as criminal law falls under their
own sovereign regulation (Bachmaier 2023). Cauffman and Goanta (2021) further state
that the instruments of the DSA are limited procedurally since they do not sufficiently
incorporate procedures for dealing with illegal content after removal (see also Turillazzi
et al. 2023).

3. Conclusions

Given the extensive harm caused by CSAM—ranging from the ongoing psychological
trauma inflicted on its victims (Gewirtz-Meydan et al. 2018, 2019; Svedin and Back 2003)
to the potential for normalizing risky sexual behavior (Foothills Child Advocacy Centre
n.d.; Taylor 2018) and escalating sexual violence (Diamond et al. 2011)—criminalising Al-
driven CSAM is imperative. Despite no physical abuse being involved, Al-driven content
perpetuates the same cycles of victimisation, desensitises offenders (Seigfried-Spellar and
Rogers 2013), fuels harmful fantasies, hinders the identification of real victims, which may
increase the risk of contact offences (van Es 2016; Insoll et al. 2022; Johnson 2020), and place
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a significant burden on law enforcement (Krishna et al. 2024; NCMEC 2024). Therefore,
societal and individual harms caused by virtual CSAM justify its criminalisation.

RQ1: Applicability to Virtual CSAM: How applicable are current legislative measures in
addressing realistic CSAM images that depict virtual children, and Al-generated or manipulated
CSAM (deepfakes), and what are the potential gaps?

Although the EU’s legislative instruments have created a legal basis for recognizing,
investigating, and prosecuting realistic and Al-generated or manipulated CSAM, there still
remain some important concerns. First, although the EU’s legislative instruments define
CSAM (“child pornography”) as depictions of real children and also realistic depictions
of children (Cybercrime Convention, Lanzarote Convention, EU Directive 2011/93/EU),
the latter rule allows for exceptions. As a result, member states are still allowed to only
criminalise CSAM that depict real children without the criminalisation of Al-generated
or manipulated (deepfake) CSAM. However, given the rapid technological development
that enables everyone to utilize Al technology to create or manipulate existing CSAM, it is
inevitable that Al-driven CSAM will flood the internet, and addressing that will require
concerted efforts from LEAs, ISPs, and other stakeholders in the fight against CSAM.
Research posits that realistic and deepfake CSAM can be equally harmful to children, can
lead to online habituation (Cummins 2007; Linz and Imrich 2001), online disinhibition
(Suler 2004), and can be easily connected to offline or “contact” offences involving real
children (Seto et al. 2001; Sullivan and Sheehan 2016; Seto and Eke 2005), although research
on causality is inconclusive. In addition, online CSAM does not respect borders, and all
CSAM-related acts, including the possession, creation, distribution, and sharing of CSAM,
infringe on the rights of the child, which means that even virtual CSAM images harm
children in general. It is, therefore, a societal responsibility to adopt legal regulations of the
highest possible standard, which enable the prosecution and cross-border co-operation in
CSAM cases.

This brings us to the next point: cross-border co-operation. Although the Cybercrime
Convention lays down the requirements for data preservation, disclosure, collection, and
interception, data acquisition from ISPs can be difficult due to conflicts between security
and privacy rights and regulations. The variation in data retention laws across countries
can affect the availability of crucial evidence. Some countries may have stringent data
protection regulations that limit access to necessary data for investigations. The Cybercrime
Convention also sets general rules for cross-border co-operation, but jurisdictional issues
can hamper obtaining digital evidence and render cooperation inefficient (Sorban 2024).
Legal processes to access these data can be slow and bureaucratic.

RQ2: Policy Recommendations: What policy recommendations can be made to address identi-
fied gaps in the EU’s legislative framework concerning realistic CSAM, particularly those generated
by Al technologies?

The definition and scope of online CSAM must be standardized to avoid discrepancies
in national and international laws. Member states must implement EU legal standards to
the greatest possible extent that allows them to criminalise offences involving realistic and
Al-generated or manipulated (deepfake) CSAM.

Many children use “avatars” or pseudonyms today to protect their identity on virtual
platforms. This means that children are potentially present with a fake identity and are
subject to victimisation without adequate safeguard mechanisms (Lin and Latoschik 2022).
Adult users can also become a victim of online harassment and sextortion on virtual reality
platforms such as Meta (Blackwell et al. 2019; Robinson et al. 2020). Online platforms should,
therefore, not only use age verification systems that block minor users from accessing their
platforms more efficiently but also offer community guidelines and support systems for
adult users who are targeted or victimized (Chawki et al. 2024).

The rapid evolution of technology means that new methods of committing and con-
cealing crimes are constantly emerging. Law enforcement agencies must continuously
update their skills and tools to keep up with these changes, with the support of national,
EU, and international institutions such as Europol and Interpol.
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Investigating and prosecuting CSAM requires significant resources, including specialized
training for law enforcement officers and advanced technological tools. Many countries, espe-
cially developing ones, lack these resources, which hampers effective enforcement, evidence
gathering, and co-operation with other states” LEAs. Qin et al. (2022), therefore, recommend
creating an international legal framework to enhance global collaboration.

The variation in data retention laws across countries can affect the availability of
crucial evidence. Some countries may have stringent data protection regulations that limit
access to necessary data for investigations. To resolve this, the data retention laws of
member states must be standardized to achieve the greatest possible success in digital
evidence acquisition.

The absence of harmonized cybercrime laws across countries can impede international
co-operation. The Cybercrime Convention provides a framework, but not all countries are
signatories, and those that are may implement its provisions differently. International co-
operation can be slow and inefficient, delaying critical actions needed to prevent ongoing
abuse and secure evidence for prosecution. Recent UN negotiations for creating a global
cybercrime convention are ongoing (UNODC n.d.). The UN’s global convention aims to
address the growing global threat of cybercrime through a comprehensive and legally
binding framework. Ongoing discussions also emphasize the importance of global co-
operation and effective safeguards against the potential misuse of constantly developing
surveillance tools such as Al (Lindsey and Pavlova 2024; Kazakova 2024).

In order to achieve a balance between users’ rights, platform accountability, and the
demands of technological advancements, co-operation between sectors must be enhanced.
For example, WePROTECT, a “Global Alliance to End Child Sexual Exploitation Online”,
which involves technology companies, international organisations, and countries, is a good
example of a multi-stakeholder, co-ordinated approach to tackle the threat that has no
borders in the Metaverse (Pardhey et al. 2024). Such cross-border alliances of public and
private agencies like Al system developers, ISPs, and LEAs, could resolve the problems of
non-co-operation and non-compliance.
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