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Wireless Distributed Computing in Cloud Computing Networks
Dinesh Datla

(ABSTRACT)

The explosion in growth of smart wireless devices has increased the ubiquitous presence of
computational resources and location-based data. This new reality of numerous wireless
devices capable of collecting, sharing, and processing information, makes possible an avenue
for new enhanced applications. Multiple radio nodes with diverse functionalities can form
a wireless cloud computing network (WCCN) and collaborate on executing complex appli-
cations using wireless distributed computing (WDC). Such a dynamically composed virtual
cloud environment can offer services and resources hosted by individual nodes for consump-
tion by user applications. This dissertation proposes an architectural framework for WCCNs
and presents the different phases of its development, namely, development of a mathemat-
ical system model of WCCNs, simulation analysis of the performance benefits offered by
WCCNs, design of decision-making mechanisms in the architecture, and development of a

prototype to validate the proposed architecture.

The dissertation presents a system model that captures power consumption, energy con-
sumption, and latency experienced by computational and communication activities in a
typical WCCN. In addition, it derives a stochastic model of the response time experienced
by a user application when executed in a WCCN. Decision-making and resource allocation
play a critical role in the proposed architecture. Two adaptive algorithms are presented,
namely, a workload allocation algorithm and a task allocation - scheduling algorithm. The
proposed algorithms are analyzed for power efficiency, energy efficiency, and improvement in
the execution time of user applications that are achieved by workload distribution. Exper-
imental results gathered from a software-defined radio network prototype of the proposed
architecture validate the theoretical analysis and show that it is possible to achieve 80%

improvement in execution time with the help of just three nodes in the network.
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Chapter 1

Introduction

In the commercial cellular market, mobile phone and device connections now exceed 4 bil-
lion [1], thereby opening potential avenues for increased connectivity and information avail-
ability through collaboration among radios. In military markets, networks of information
systems and radios are becoming increasingly important for gathering and sharing critical
situational awareness in tactical missions operating in harsh environments. The explosion
in the growth of smart wireless devices has increased the ubiquitous presence of compu-
tational resources and location-based data. This new reality of numerous wireless devices
capable of collecting, sharing, storing, and processing information, as well as executing user

applications, makes possible an avenue for new enhanced capabilities and applications.

User applications, such as those that involve information gathering and processing, are ex-
pected to play an increasingly important role in daily activities that rely on information,
such as surveying product pricing in large shopping malls, gathering situational awareness
in public safety and military missions, and gathering up-to-date analytical information on
stock trading from individual brokers in a stock exchange. The applications may require
abundant resources, including communication, computational, and power resources, in order
to process complex computational tasks; appropriate software and data to generate user

requested information; and specialized hardware functionality to collect data required by
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the user application, execute application software, and present processing results to the user
in an appropriate manner. In addition to these requirements, user applications can impose
stringent constraints on quality-of-service, security, power consumption, energy consump-
tion, latency, and network range. When these applications are hosted on low complexity
and small form-factor portable devices, such as commercial smart phones, hand-held mili-
tary radios, and tactical tablet computers, it may be hard for a single device to fulfill the
application requirements, mainly due to resource constraints (i.c., limited computing power
and low power resources); or non-availability of specialized data, software, and hardware

that are required for executing the user application.

Traditionally, user applications are either processed locally in a single node or offloaded to
a remote cloud network via a cellular link or a WLAN link. Cloud infrastructures may
not always be available for access or the connectivity to cloud resources may not be reli-
able, both in terms of link performance and link security. As an alternative to traditional
approaches to processing user applications, multiple resource-constrained radio nodes with
diverse functionalities can dynamically form a virtual wireless cloud computing network
(WCCN) and collaborate on executing the user application’s complex computational tasks
using wireless distributed computing (WDC). Data, software, and computational resources
from numerous devices can be pooled together and be made available on-demand to user
applications. Mobile users can now execute complex computational applications from their
smart wireless devices while being on the move by leveraging the computational resources
which are accessible in such collaborative environments. In addition to consuming resources
made accessible in cloud environments, users of smart wireless devices may offer services
via such cloud environments. Users can trade computational resources hosted by their per-
sonal devices, including software, specialized hardware, and customized data, in the form of
customizable services that can be accessed by other users’ applications. In addition to trad-
ing services, users can permit opportunistic access to idle resources which, in turn, reduces
wastage of resources that may be otherwise left unused. For instance, in network-centric

systems where software defined radios (SDRs) collaborate to achieve a common objective,
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idle computational resources of SDRs can be harnessed in an opportunistic manner to exe-
cute secondary user application software in addition to the primary communications signal
processing software. This new approach requires a paradigm shift in the way information
services are executed in both military and consumer arenas. This notion of wireless cloud
computing can be extended to handle complex applications in modern radio networks such
as tactical radio networks, personal communication networks, and wireless sensor networks.
Furthermore, future wireless standards are expected to adopt computationally complex ad-
hoc networking approaches involving complex communication and computation tasks which
operate under stringent quality of service (QoS) constraints. The notion of collaborative
computing using WCCN configurations can be applied to such application scenarios in order

to allow practical realization of future wireless standards.

Wireless distributed computing is a technology that enables the distributed execution of user
applications among nodes in a WCCN, where the applications’ distributed computational
tasks coordinate with each other via wireless communication between their respective host
nodes. WDC can be employed for the distribution of computational workloads imposed by
a user application on one or more nodes in order to meet the specified application goals,
reduce the resource burden on the user’s node, and meet the network’s resource constraints.
In addition, a user application can be composed in terms of services hosted by different nodes
in a WCCN, such that the data requirements and other application needs are satisfied, and
executed in a distributed manner on the physically separated host nodes. Furthermore,
WDC can be applied to security applications, as will be discussed in Section 2.2.3. WDC
technology provides the core mechanisms necessary for the distributed execution of user ap-
plications in WCCNs, including resource allocation, fault management, and synchronization

and communication between individual distributed components of the user applications.

The following example illustrates a WCCN which is formed among smart phones. A smart
phone user wishes to capture an image of a group of persons and gather information about
the persons in the image. This user application requires access to specialized hardware, such

as a high definition camera; an image segmentation software to recognize faces in the group
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Figure 1.1: An example image processing application which is executed using wireless dis-
tributed computing in a WCCN.

photo image; a database of known persons with their respective face templates mapped to
personal information; and a face matching software which can match the faces identified in
the image with face templates in the database. While the user’s smart phone can use its
camera to capture the image and use its processor to execute the software, the database may
be distributed among several users. Moreover, local execution of the user application on the
user’s device may place a burden on the limited resources of the user’s device and, in turn,
affect the application’s execution time. As an alternative, the user’s smart phone can form
a WCCN with two neighboring smart phones, namely, nodes 1 and 2, and execute the user
application as shown in Figure 1.1. The user’s smart phone runs the image segmentation
software on the group photo image and distributes the resulting face images to nodes 1 and 2.
Upon receiving their respective share of the computational workload, nodes 1 and 2 match
the face images with their respective databases and return the results back to the user’s

smart phone.
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1.1 Summary of Related Work

Wireless cloud computing is a next-generation collaborative computing paradigm which
builds upon contemporary distributed computing paradigms such as wireless grid comput-
ing, cloud computing, and opportunistic computing. As in a typical wireless grid and cloud
computing environment, diverse resources can be pooled together dynamically and shared in
a WCCN. This virtual pool of resources can be provided as services to user applications via
the network, which is similar to the notion of offering resource-as-a-service in a traditional
cloud environment. This dissertation follows the definition of cloud computing as set forth
by the National Institute of Standards and Technology (NTIA) [2]. In this regard, the con-
cept of WCCNs builds upon NTTA’s notion of cloud computing by handling service requests

in dynamic and uncertain operating environments.

A WCCN fundamentally differs from grids and clouds in its use of wireless distributed
computing as an enabling technology for dynamic execution and robust management of dis-
tributed applications in heterogeneous, dynamic, unreliable, insecure, and uncertain wireless
environments. A WCCN is dynamically formed as a virtual conglomeration of autonomous
but cooperating mobile radio nodes where the connectivity between the entities may be unre-
liable and probabilistic. In addition, radio mobility induces uncertainty to the availability of
“cloud computing resources” unlike a traditional cloud computing infrastructure that is sta-
ble, secure, and reliable. A traditional cloud comprises individual nodes which are stationary
and are connected to the cloud via reliable links. Unlike the NTIA’s notion of cloud comput-
ing where the resources appear unlimited to the user application, the WCCN environment
is characterized by resource constraints that are taken into consideration while provisioning
resources for the distributed execution of user applications. In addition, WCCNs allows a
user application to be intelligent and be able to make decisions, which impact its execution,
based on its awareness of the WCCN environment. These differentiating factors arc evident
in the architectural design presented in Chapter 4. In addition to architecture-level novel-

ties, there is a stress on novel modeling and design approaches, performance metrics, and
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application scenarios, as will be discussed in Chapter 2.

Distributed computing has been previously studied in the context of traditional wired net-
works [3-5] and WSNs. Sang et al. study the feasibility of distributed computing on differ-
ent wireless local area network topologies [6]. Xu et al. [7] present a distributed computing
paradigm that enables collaborative signal processing and addresses challenges such as energy
efficiency, reliability, data fusion, and scalability of distributed signal processing algorithms.
Resource allocation for distributed computing has been extensively studied in the context of
networked embedded systems and WSNs [8-13]. Some of the existing distributed computing
resource allocation concepts can be used as a basis for WCCN research, however, they need
to be significantly adapted before being applied to WCCNs which operate in unique and
challenging environments. In traditional WSNs, for instance, the sensor nodes are fixed in
position thereby simplifying several aspects of distributed computing system design. In ad-
dition, most of the network state is known a priori to the designer in most WSN situations.
WCCNs, however, do not restrict themselves to WSN-like scenarios and operate with limited
a priori knowledge of their dynamic environments. Chapter 2 presents an elaborate discus-
sion on the comparison between challenges faced by WCCNs and traditional distributed

computing networks.

1.2 Research Overview

1.2.1 Research Objective and Goals

The objective of this dissertation is stated as follows: “To propose a high-level archi-
tectural framework and methodology which enables collaborative computing in
a dynamic, uncertain, and heterogeneous wireless cloud computing network
environment; and to design, prototype, and evaluate the performance of WDC

”

resource allocation mechanisms in the proposed architecture.
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The research objective is realized in terms of the following goals.

Research goal 1: Development of an architecture and methodology for collabo-
rative computing in WCCNs The primary objective of this dissertation is to present
a high-level architecture for WCCNs and present a methodology for the execution of user
applications using the proposed WCCN architecture. The following are research questions
which are addressed as part of this research goal: what core architectural functionalities and
components are necessary to enable collaborative computing in a WCCN environment; how
do the core architectural components interact with each other in order to enable WCCN
activities; and what application programming interface (API) is needed in order to plug-

and-play a user application in a WCCN environment?

Research goal 2: Development of fundamental models and metrics for perfor-
mance analysis of WDC workload distribution in WCCNs The goal is to develop
models that capture power consumption, energy consumption, and latency costs in a WCCN
environment, and use the models to analyze feasibility, design tradeoffs, and limitations in
performance of WCCNs. The models are also intended to be used in the design and per-
formance analysis of decision making and resource allocation mechanisms in the WCCN
architecture. Specifically, the following research questions are addressed: what are the quan-
titative benefits of WDC workload distribution over traditional local computing in terms
of power, energy and execution time; under what conditions is WDC beneficial over local
computing; what metrics can be used to quantify the worthiness of assigning a computa-
tional task to a remote wireless node; and how does WDC performance in WCCNs scale
with system parameters such as communication range, link quality, network size, computa-
tional workload (application complexity), and finite buffering of communication packets and

service requests?






