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A B S T R A C T

Even though several authentication methods exist, passwords remain the most common type of authentication. 
Researchers have demonstrated the influence of a person’s environment and exposure to the Internet on their online 
security behavior (Bosnjak & Brumen, 2016; He et al., 2021; Juozapavičius et al., 2022). Those studies suggest that 
social identity seems to play a role in password choice. The objective of this study was to determine if the criminal 
nature of a network influences password-creation strategies. To achieve this, we utilized two databases with a sub
stantial number of actual passwords (1485,095) that had been leaked to the Internet. One database was sourced from a 
non-delinquent social network, while the other was from a hacker forum. We employed logistic regression to reveal the 
characteristics associated with each group, ensuring a comprehensive analysis of different types of password strategies 
and the similarity between actors of the same network. Results show that users of the same network have passwords 
with characteristics that are similar to each other. Individuals with the same social interests seem more likely to use the 
same password-creation strategies. From a network analysis perspective, the results show that similar individuals 
(sharing the same interests) are similar in other aspects (password creation strategies). These findings offer valuable 
insights into the diverse landscape of password varieties and user behaviors, contributing to a more comprehensive 
understanding of internet user networks.

Introduction

Various methods have emerged for authentication, a crucial element 
in safeguarding data and account security in the digital realm. Yet, the 
use of passwords remains the most widespread. Managing a multitude 
of passwords, individuals often resort to strategies for enhanced mem
orability (Pfleeger et al., 2015; Stobert & Biddle, 2014; Ur et al., 2015). 
Poor passwords can significantly contribute to economic crime by 
making systems more vulnerable to cyber-attacks and fraud. When in
dividuals or organizations use weak passwords or reuse passwords 
across multiple accounts, they create opportunities for malicious actors 
to gain unauthorized access to sensitive information (Nicholson et al., 
2018). This is evidenced by the volume of fraud online. The FBI esti
mates that internet crime in 2020 resulted in $4.2 billion lost, with 
phishing and business email compromise schemes as the most common 
and costliest, respectively. (Federal Bureau of Investigation., 2020). 
Specifically related to passwords, Google estimates that 54.8 % of 
breaches against Google Cloud occurred due to weak or no passwords 
(Office of the CISO., 2023).

Given the use of weak or stolen passwords to commit economic 
cybercrime, we examine password-creation strategies. Our research 
explores the influence of social identity and network characteristics on 
password creation strategies, offering a fresh perspective on internet 
user networks. Prior research has demonstrated the impact of an in
dividual's environment and internet exposure on their online security 
practices (Bergeron, 2023; Bosnjak and Brumen, 2016; He et al., 2021; 
Juozapavičius et al., 2022; Van Schaik et al., 2017). These studies 
suggest a connection between social identity and password selection, 
where social identity reflects an individual's belief in belonging to a 
particular group, carrying emotional and value significance (Raskovic, 
2021).

The objective of the present study is to consider the influence of users' 
environments on their password choices, examining variations across dif
ferent networks. This exploratory investigation aims to identify trends in 
password formulation, providing a deeper understanding of the social 
context in which passwords are created. The impact of this research is a step 
towards a comprehensive comprehension of human behavior in the realm of 
password creation. Ultimately, it seeks to facilitate the development of 
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targeted cybersecurity interventions conducive to positive changes in online 
behavior to reduce the volume and harm of economic cybercrime.

Users’ password habits

Users tend to choose weak passwords, which are usually easy to 
remember but contribute to the fact that they are vulnerable to being 
guessed (Das et al., 2014; Grobler et al., 2020; Yan et al., 2004). 
Moreover, users tend to reuse their passwords across many different 
sites, which also represents a security threat to protecting users’ ac
counts (Almehmadi and Alsolami, 2019). Users tend to use personal 
information when creating a password and never change it (Almehmadi 
and Alsolami, 2019).

System-generated passwords could be a solution to weak passwords 
since the system randomly creates a strong password for the user and 
ensures the protection of his/her account. However, strong passwords 
generated randomly are hard to remember. Zviran and Haga (1993) 
evaluated how well users could remember passwords created three 
months earlier. They found that only 27.2 % of the participants could 
remember passwords they created themselves three months earlier. 
However, the recall rate of system-generated passwords was even 
worse, with only 12.7 % of the participants remembering system-gen
erated passwords. A solution to manage a list of strong passwords is a 
password manager, consisting of an application that manages all the 
users’ passwords in one digital wallet. It allows the user to remember 
only one password and have different and very strong passwords for 
every website. However, because of the poor usability and limited user 
experience of password managers, users find it difficult to perform basic 
actions (Chaudhary et al., 2019). This might explain why so few people 
use this tool (Almehmadi and Alsolami, 2019). Consequently, research 
on password creation strategies is still needed even if tools to manage 
long lists of complicated passwords exist.

Understanding password strength

Passwords are stored in website administrators’ databases under 
their hash value instead of in plain text for security reasons. A hash 
value is a unique value attributed to a virtual object (e.g., a picture, a 
video, a text file, or, in our case, a word). The hash value changes as 
soon as a small change appears on the virtual object. The objective of 
hashes is to be compared to observe if two virtual elements are iden
tical. Attacks on passwords are only a risk when the password hash file 
is somehow stolen or otherwise becomes available to an attacker. Once 
an attacker has a list, the challenge is to uncover the plain text to which 
the hash value has been attributed. To do so, they must compare the 
hash values of the list with other hash values for which they know the 
plain text associated with it.1 A common practice in password un
covering is to use dictionary attacks, which imply having a list of 
password possibilities with their hash value, which can be compared to 
the password in the stolen list. A good dictionary attack involves an
ticipating the users’ password creation strategy and mimicking that in 
creating a dictionary (Kyaw et al., 2015; Narayanan & Shmatikov, 
2005). To ensure that password is not uncovered in this type of attack, 
the most popular passwords and the passwords containing existing 
words or names must be avoided. If the password is in the dictionary list 
of the attacker, the password will be uncovered immediately.

Another common practice to uncover password hash is to use brute 
force, which consists of trial and error to guess the password. The at
tacker can program rules for said brute force attacks. These rules can 
follow known human behavior, like putting numbers at the end of the 

password or uppercase at the start (Awad et al., 2016). Hive Systems, a 
cybersecurity company, examined the time it takes for an attacker to 
brute force a password according to its characteristics. Their research 
suggests that weak passwords, including those with fewer than six 
numbers or fewer than four characters, can be brute forced instantly. 
However, increased complexities, including adding more characters 
and various types of characteristics drastically increases the time 
needed to brute force passwords (Hive systems., 2024). Depending on 
how motivated the attacker is, the password-uncovering software can 
function on his/her computer for as much time as desired

The rapid increase in computer performance is an element to bear in 
mind. A password of seven characters was considered as being ex
tremely time-consuming for the attacker in 2018 (Tirado et al., 2018), 
and now, this time can be measured in minutes (Hive systems., 2024).

Influencing password choice

An individual’s environment and exposure to the Internet affect 
their online security behavior (Bosnjak and Brumen, 2016; Van Schaik 
et al., 2017). Password creation strategy, defined as the conscious ap
proach adopted by users to create a password they will remember 
(Zviran & Haga, 1990; Ur, et al., 2015), also seems to be influenced by a 
person’s environment. Grobler and her colleagues (2020) observe si
milarities between the passwords chosen by the users according to their 
country. For example, 70 % of passwords in their French dataset were 
French words, while the top 10 passwords for the English dataset 
comprised seven English words, two names from the Royal family, and 
the name of an English football club. The Italian dataset stands out for 
containing eight names. Bergeron (2023) explores the macrosocial 
variables influencing password strength. Using a list of the 200 most 
common passwords in several countries, she discovered that macro- 
social variables, like the level of literacy of the country or the level of 
data breach exposure, significantly predict users’ password strength 
performance. Yang et al. (2012) recognize the difference in passwords 
across countries and discuss the cultural influence on password choice. 
They suggest that the rapid growth of Internet users and e-commerce 
markets in China has led to users creating weaker passwords. They 
hypothesize that providers may not have paid enough attention to se
curity issues because of the focus on market expansion. This includes 
typical security strategies, such as requiring minimum password com
plexity requirements during account creation. The results of the 
aforementioned studies suggest that there is a difference in cyberse
curity habits between countries and demonstrate evidence that there is 
a structural difference between countries and languages in password 
habits (Nedvěd, 2021).

Besides the macrosocial influence on users and their password 
choice, other factors influence password choice and strength. Males 
seem to have stronger passwords than females, and password com
plexity decreased with age for both genders equally (Juozapavičius 
et al., 2022). He et al. (2021) observed that the passwords of Christians, 
when compared with non-Christians, have different characteristics, and 
one of them is that they contain many words that stem from the Bible 
(e.g., Jesus). Other evidence points toward the informal sharing of 
passwords inside a network of users. Users sometimes include terms 
related to the semantic theme of a service or how users utilize or feel 
about a service in their passwords (Wei, et al., 2018). For example, in 
their analysis of 5 different web services, Wei and her colleagues (2018) 
report that the password “jobsearch” is found in Linkedin accounts 
while the password “freemusic” is found in the database of a music- 
streaming service.

From all those studies, social identity plays a role in password 
choice. In his reflection on the meaning of identity online, Grayson 
(2002) states that individual digital identity cannot be understood in 
isolation from the broader social identity that exists. He raises the issue 
that technological development created an environment that necessi
tates establishing a strong digital identity framework.

1 There are many different types of hash algorithms. Some have a slightly 
different functioning than what is explain in this paper. The explanation con
cerns the high majority of hash algorithms and is simplified for the purpose of 
this article.
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The present study

As previously noted, passwords remain the predominant form of 
authentication despite advancements in alternative methods. 
Enhancing our understanding of password dynamics empowers the 
ability to influence users towards creating robust passwords—an es
sential practice achieved through establishing written policies, using 
password meters, and similar measures (Wheeler, 2016).

This paper is grounded in social identity theory. Social Identity 
Theory (Tajfel et al., 1979) posits that individuals derive a sense of self 
and social identity from their membership in various social groups. 
According to this theory, people strive to maintain a positive self-con
cept by identifying with groups they perceive as favorable and distinct. 
This micro-sociological framework emphasizes the role of self-concep
tion in group membership, group processes, and intergroup relations 
(Raskovic, 2021). It examines an individual's belief in belonging to a 
social group, with membership carrying emotional and value sig
nificance (Raskovic, 2021). Specifically, cognitive social identity refers 
to an individual's self-classification within a specific social group (Song 
and Phang, 2016). Certainly, this extends to online behavior, such as 
the formulation of online social identity. However, research often fo
cuses on external identity creation through curation and performance 
on social media websites (e.g., Cover, 2012). We examine whether so
cial identity online extends to information not publicly shared, such as 
passwords.

The study's objective is to investigate whether the criminal nature of 
a network influences password characteristics and strength. Prior re
search has indicated that hacker networks are common (Leukfeldt & 
Holt, 2019). These networks can be longstanding and highly inter
personal. For example, a thematic analysis of more than 6000 private 
chat messages found interpersonal dialogue between participants in this 
network, including discussions of the difficulty of making a profit 
through illegal means and the unreliability of business partners 
(Paquet-Clouston and García., 2022). Two hypotheses guide the ana
lysis. First, 

H1: Passwords from different networks will exhibit distinct 
characteristics.

Social identity theory has been shown to affect online behavior 
(Lowenthal and Dennen, 2017). In this way we expect online behavior 
to generally adapt or align within groups. As such we expect to see 
differences in public (e.g., posts and comments) as well as private be
havior (e.g., password choices) between networks. 

H2: Criminal networks of online offenders are more likely to choose 
stronger passwords compared to non-offender networks.

Although numerous reasons for this expectation can be expounded 
(see discussion for more possibilities), we posit that social identity 
theory will lead to criminal networks utilizing better password strength. 
When establishing that an individual is a member of the social group, 
distinctions are made between ingroup and outgroup. In hacking cul
ture, ostracizing individuals due to lack of knowledge has been com
monly noted in the literature. For example, in classic hacking forums, 
the term “script kiddie” was a derogatory term used when an individual 
did not have the technical sophistication to write code and instead 
utilized other pre-written code (Tejay and Zadig, 2012). As such, stolen 
accounts or weak passwords may be both a self and group indicator that 
an individual does not belong in an illegal network due to a lack of 
ability, skills, or effort to keep oneself safe.

This research contributes to a more comprehensive understanding of 
passwords within their contextual framework, shedding light on the 
influence of networks on users' choices. The exploration of discernible 
trends in password formulation across networks aids in a deeper com
prehension of the social context of password creation. Furthermore, it 
adds to the evolving knowledge regarding lists of commonly used 
passwords that are prohibited and other related password defenses. 

Blacklists, in particular, play a pivotal role in thwarting users from 
selecting vulnerable passwords (Florêncio et al., 2014; Habib et al., 
2017). This study's impact lies in advancing our understanding of 
human behavior in the context of password formulation, paving the 
way for the development of targeted cybersecurity interventions aimed 
at fostering positive online behavioral changes in the future.

Materials and methods

Two samples were used to test the research question. One was from 
a network of offenders, and the other was from a network of non-of
fenders. The databases were available on the Internet and are, there
fore, open-source information. The databases contained usernames and 
passwords for both networks. They were anonymized by deleting all 
usernames and only keeping passwords to protect users’ identities.

Sample

The sample associated with offenders comes from a data leak on the 
OGUsers website. OGUsers was a hacking forum known for the sale of 
stolen social media accounts hacked through SIM-swapping attacks, 
credential stuffing attacks, and other means. In other words, offenders 
visit this site to sell or buy stolen accounts. They necessarily have an 
illegal intention. As such, the network includes individuals who commit 
cybercrime. To visit this site, individuals need to create an account with 
a username and a password. The passwords were used in the analysis of 
this study.

When the database was found online, the passwords were hashed. 
Hashing is the process of transforming any given virtual object into a 
unique value equivalent to a fingerprint. Documents, pictures, sen
tences, and passwords are all examples of objects that can be hashed. If 
the same word is hashed twice, it will get the same value. If one of the 
characters in the word changes, the hash value will be completely 
different. Hashes are used to store passwords securely in an adminis
trator database. Once the password is hashed, it cannot be dehashed 
without substantial tools, time, and computational work. To know the 
string of characters corresponding to this hash value, the same string of 
characters must be hashed, and only then can it be compared to the 
hash value of the database. Comparing hashes is done through specia
lized software. When passwords are robust, the time to discover the 
matching hash increases significantly. That is why some passwords are 
never discovered. The database contained 200,551 hashed passwords. 
Our team succeeded in dehashing 62.61 % of them for a total of 
125,560. There are several types of hashing. This database was using 
2811 MyBB.

The second sample, associated with a network of non-offenders, was 
also found on the Internet but was already dehashed: the passwords 
were in clear text and ready to analyze. This sample comes from the 
leak of an online game called Grinderscape. It is a fantasy online role- 
playing game taking place in the medieval realm. It is a massively 
multiplayer game that has been running since 2008. The sample itself is 
for players of the game, thus, a non-offender sample. Users needed to 
create an account with a username and a password to connect to the 
game. The leak contained a total of 1358,535 accounts, and they were 
all dehashed. Put together, the samples allow us to analyze a total of 
1484,095 passwords.

Description of the samples

The passwords were analyzed according to their characteristics. The 
presence of letters, numbers, and symbols was recorded. Other char
acteristics, such as the length of passwords, the presence of dictionary 
words, and the presence of profanity words, were also analyzed. In 
addition, we utilized the 3000 most common words that cover 95 % of 
everyday English conversations, English newspaper and magazine ar
ticles, and English used in the workplace (Liu and Nation, 1985; Nation, 
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1990).2. The presence of profanity words was observed using an open- 
source database of more than 400 most popular profanity words in 
English3.

Table 1 shows the differences between the two samples based on 
their characteristics. The samples differed on several descriptive char
acteristics. The range of the number of characters in the offender 
sample was higher, with a minimum of one and a maximum of 63 
characters. The non-offender sample had a smaller range of 3–30 
characters. In addition, the median and mean number of characters was 
higher in the offender sample.

Analysis

For the purpose of this study, a series of logistic regression analyses 
were conducted. Logistic regression is designed to estimate the prob
abilities of a binary event occurring based on a series of covariates. The 
estimated probabilities are statistically adjusted based on the covariates 
included in the regression model. The model would have been in
appropriate if all the characteristics of passwords presented in Table 1
had been added as several variables overalpped (e.g., contains lower 
case, contains only lower cases). Having added these overlapping 
variables would have yielded severe multicollinearity. Two variables 
from each descriptive category were chosen: (1) Description of the 
sample (i.e., dictionary and profanity words), (2) Characteristics of 
weaker passwords (i.e., only lower case and only numbers), (3) Char
acteristics of stronger passwords (i.e., length of passwords and contains 
all elements). The analysis has been performed with R statistical Soft
ware version 4.2.1.

Results

Table 2 shows the results of the logistic regression. All the variables 
were significant. Some were associated with offenders (positive re
lationship), and others with non-offenders (negative relationship). 
Longer passwords (OR = 0.01, p < .001), passwords containing all the 
different elements like lower case, upper case and symbol (OR = 0.29, 
p < .001), the presence of dictionary words (OR = 0.03, p < .001), and 
the presence of profanity words (OR = 0.11, p < .001) were all asso
ciated with the offenders’ network and having a password that is 
composed entirely of lower cases (OR = −0.12, p < .001) or of 
numbers (OR = −0.09, p < .001) is associated with non-offenders 
networks.

Discussion

Our data found considerable differences between both networks, 
consistent with hypothesis one. In fact, every chi-squared test indicated 
a difference of p < .001. Clearly, the password selection between net
works was different. For example, both the chi-square tests and logistic 
regression show the offender network was more likely to contain 
profanity and use dictionary words. While not necessarily related to 
password strength without other information, these networks showed 
a specific preference for unique descriptive differences in password 
selection.

Second, our data analysis suggests that the offender network was 
more likely to have stronger passwords, consistent with hypothesis two. 
The chi-squared tests generally highlight that the offender network was 
more likely to contain characteristics of stronger passwords, including 
being more likely to have ten or more characters and contain all the 

different character elements. The non-offender network was more likely 
to contain weaker password elements, including lowercase letters, 
symbols, numbers, and letters. It should be noted that the offender 
network was more likely to contain only uppercase letters (.2 % dif
ference) and have a combination of only letters and numbers. However, 
given the overall differences in the chi-square tests, these differences do 
not negate the significantly larger volume of data suggesting that the 
offender network has stronger passwords.

The logistic regression supports that the offender network also has 
more complex passwords. Overall, the offender network had longer 
passwords and was more likely to have all character elements. In con
trast, the non-offender network was more likely to have only lowercase 
letters and only numbers. The longer passwords with more variation in 
character types are more complicated to crack, indicating that the of
fender network had overall more secure passwords. The sample of non- 
offenders chose weaker passwords compared to the offender network. 
They tended to compose passwords with only lowercase or only num
bers. These results allow us to conclude that online offenders utilized 
more secure passwords.

Several aspects can explain the result of this study. First, the offender 
sample consisted of an online account that organized illegal activities. 
Offenders who visit OGUsers website used it to sell or buy online stolen 
accounts. This means they knew how to steal accounts and/or what to do 
with them. Due to the complexities of obtaining or using accounts, they 
likely had higher levels of computer skills. This is generally supported by 
research; for example, according to the results of a survey done on security 
experts and non-experts, security experts had better protection strategies 
than non-experts (Ion et al., 2015). Their research suggests that individuals 
who are conscious of password risks and understand cybersecurity are more 
likely to choose better passwords. However, Loutfi and Jøsang (2015)
suggest that the passwords of IT professionals may not be as secure as they 
perceive them to be when they test against actual passwords. However, 
their research did not compare experts’ passwords with non-experts’ pass
words. Further research is needed to understand whether and why online 
offenders have stronger passwords.

A second explanation for why the offender database had better 
passwords is that offenders have something to hide, contrary to people 
who use online games for fun. Their account might be used to in
vestigate the network, and law enforcement can use some of the in
formation to make arrests. Online games might not produce this type of 
fear of being hacked, and therefore, the necessity for stronger pass
words is not felt. Stobert and Biddle (2015) raise the difference between 
the strategies used for important accounts versus unimportant accounts. 
According to their results, individuals tend to use better password se
curity strategies when they are created for important accounts (e.g., 
bank accounts). Their study was, however, based on the result of a 
survey. To test the hypothesis that offenders choose better passwords 
because they protect something more important, future studies should 
compare the passwords associated with accounts on web services that 
have important information, such as a bank account, and a web service 
on which less important information is present, like an online game.

The use of profanity words has been associated with aggressive 
behaviors (Gitter, 2010; Srull and Wyer, 1979) and lower self-control 
(Fast and Funder, 2008; Tangney, Baumeister, and Boone, 2004) among 
the population. Among violent offenders, the use of profanity has been 
associated with an increased risk of blunt force (Warren et al., 1999). 
Profanity is indirectly associated with offenders but is not well docu
mented. In the present study, it was found that the network of offenders 
was more likely to choose passwords with profanity in them compared 
to the non-offender group. Literature on self-control suggests that of
fenders are more likely to use profanity overall (Gottfredson and 
Hirschi, 1984). It appears that this extends beyond the confines of 
communication and into passwords. While it has long been known that 
profanity is common in passwords (Veras et al., 2014), to our knowl
edge, our study is the first to examine the types of networks which are 
more likely to contain profanity in passwords.

2 The list of the most common words was taken from the website of a com
pany who offer English language learning programs: https://www.ef.com/ca/ 
english-resources/english-vocabulary/top-3000-words/

3 The list was downloaded from https://github.com/LDNOOBW/List-of- 
Dirty-Naughty-Obscene-and-Otherwise-Bad-Words
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Implications of the study

The present paper has two important contributions. The analyses of 
this paper was framed into social identity theory which has been shown 
to be vital in virtual platforms. Previous research pointed toward the 
fact that social identity seems to play a role in password choice 
(Bergeron, 2023; Bosnjak and Brumen, 2016; He et al., 2021; 
Juozapavičius et al., 2022; Van Schaik et al., 2017). They illustrate that 
digital identity cannot be understood in isolation from the broader 
social identity that exists (Grayson, 2002). Further, this behavior ex
tends beyond public-facing information. Social identity appears to af
fect private information within networks, in this case, password selec
tion. Although public information may be presented in a curated 
fashion, it appears that individuals also internalize networks in some 

fashion, as even non-public information is different between online 
networks. This paper aimed to observe whether social identification 
with an online criminal network influences password choice. Because 
both networks studied in the present research are different, the con
sideration of web services as networks has proven useful. Moreover, the 
social identity that is related to each network might explain the dif
ference in password characteristics. The result confirms the assumption 
of social identity theory that focuses on the role of self-conception in 
group membership (Raskovic, 2021).

The second contribution of the paper is practical in the field of cy
bersecurity. This paper contributes to a fuller contextual understanding 
of password creation to participate in the prevention of ever-evolving 
attacks on users. Lists of frequently used passwords are often banned 
from user use and other related password defenses play an important 
role in preventing users from choosing the most vulnerable passwords 
(Florêncio et al., 2014; Habib et al., 2017). The impact of the present 
study moves toward a better understanding of human behavior in the 
context of password formulation specifically, to enable the future 
crafting of more targeted cybersecurity interventions that would lead to 
positive online behavioral change. These strategies can help alleviate 
the volume of economic or other cybercrimes.

Limits of the study

The original leak of OGUsers database contained 200,551 hashed 
passwords. Our team succeeded in dehashing 62.61 % of them. This 
means that 74,991 passwords have not been cracked and analyzed in 
this study. Those passwords are very good, as the usual tools to crack 
them were not able to uncover them. With more resources and time, 

Table 1 
Password description by samples. 

GrinderScape N=1358,535 OGUsers N=125560 Group comparisons

Descriptive characteristics
Contains at least one lowercase letter 938,338 (69.1 %) 120,041 (95.6 %) X2 = 39559.42***; 

Phi = 0.163
Contains at least one uppercase letter 1063 (0.1 %) 53,233 (42.4 %) X2= 583976.60***; 

Phi = 0.627
Contains at least one number 57,5029 (42.3 %) 110,729 (88.2 %) X2= 97255.16***; 

Phi = 0.256
Contains at least one symbol 311,209 (22.9 %) 6365 (5.1 %) X2= 21744.84***; 

Phi = −0.121
Contains at least one letter 938,858 (69.1 %) 121,750 (97.0 %) X2= 43739.40***; 

Phi = 0.172
Contains profanity words 29,581 (2.2 %) 7986 (6.4 %) X2= 8150.84***; 

Phi = 0.074
Contains dictionary words 58,9063 (43.4 %) 79,909 (63.6 %) X2= 19097.19***; 

Phi = 0.113

Characteristics of weaker passwords
Contains only uppercase letters 28 (0 %) 252 (0.2 %) X2 = 2404.24***; 

Phi = 0.04
Contains only lowercase letters 479,404 (35.3 %) 12,013 (9.6 %) X2 = 34331.59***; 

Phi = −0.152
Contains only symbol(s) 293,186 (21.6 %) 7 (0.01 %) X2= 33750.10***; 

Phi = −0.151
Contains only number(s) 125,253 (9.2 %) 3619 (2.9 %) X2= 5821.56***; 

Phi = −0.063
Contains only letter(s) 479,543 (35.3 %) 14,389 (11.5 %) X2= 29415.42***; 

Phi = −0.141
Contains only letter(s) and number(s) 1047,326 (77.1 %) 119,195 (94.9 %) X2= 21744.84***; 

Phi = 0.121

Characteristics of stronger passwords
Contains more than nine characters 265,928 (19.6 %) 44,798 (35.7 %) X2=18006.95***; Phi=0.110
Contains all the elements 

(at least one letter, one number, and one symbol)
6008 (0.4 %) 5739 (4.6 %) X2= 24947.49***; 

Phi = 0.130
Password length Range 1–63 3–30 T(df) = −226.74*** 

(1484092)Median 7 9
Mean (sd) 6.6 (3.9) 9.1 (2.0)

***p < 0.001

Table 2 
Comparison between offenders and non-offenders’ password characteristics 
(Logistic Regression) R2=.09 P < .001. 

b

Length of password 0.012***
Password is only lowercase letters −0.123***
Password contains all the elements (letter, number, symbol) 0.294***
Password is only numbers −0.094***
Password contains a dictionary word 0.034***
Password contains a profanity word 0.111***

N=1484,095
***p < 0.001
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cracking additional passwords would have been possible. However, we 
believe that this limit in the manipulation of data does not impact the 
results of this study, as offenders were considered better at choosing 
strong passwords. The inability of our team to crack the entire list of 
passwords is another indicator that this network is better at choosing 
stronger passwords.

The primary language used on both sites of the sample is English. 
Therefore, the presence of profanity and dictionary words was analyzed 
in English. However, it is possible that some users might have chosen a 
password with dictionary or profanity words in another language than 
English, which could have impacted the results.

In this study, we categorized individuals as offenders and non-offenders 
based on the specific network they were associated with. However, it is 
plausible that some individuals within GrinderScape who were considered 
non-offenders in our study might engage in online offenses or criminal ac
tivities in real life. Unfortunately, our dataset doesn't provide the means to 
verify the real-life activities of individuals within the GrinderScape network. 
Despite this limitation, it is essential to acknowledge that individuals might 
be part of several different networks but the current network has some 
influence on the formulation of passwords.

There is an interesting observation in the descriptive results of 
networks concerning the use of symbols. According to the results, of
fenders are better at having a mix of all elements, including lowercase, 
uppercase, number, and symbols, which is associated with stronger 
passwords. However, non-offenders seem to score higher on having 
symbols in their passwords and even only symbols as passwords. This 
observation, which seems to be contradictory at first, is explained by 
the high quantity of non-offenders who choose a space as a password. A 
space is considered a symbol in the analysis. Having a single space is 
obviously not a good password, but it increases the presence of symbols 
in the results of the passwords. The symbol variable was not included in 
the regression model, so it did not impact the results. Future studies 
could complexify the model by placing the variable in interaction. This 
way, the passwords containing only symbols could be entered into the 
model, and a controlled variable of length could be added to under
stand the interaction between the different characteristics.

Finally, while this study examines the overall quantitative differ
ences between passwords, it does not provide insight into users' moti
vations for selecting passwords. Further research is needed to examine 
why complex or simple passwords are chosen through qualitative 
strategies, such as interviews. Such studies will expand our under
standing and aid in efforts to enhance cybersecurity.

Conclusion

This paper aims to delve into the impact of the environment, particularly 
the self-conception of group membership, on users. The study compares the 
passwords of a network of online offenders with those of a network of non- 
offenders, seeking to ascertain whether the criminal nature of a network 
influences password characteristics and strength. Hypotheses posited that 
the password characteristics of both networks would differ, with the crim
inal network more inclined to opt for stronger passwords than the non- 
offenders’ network. The results substantiate these hypotheses, revealing 
notable distinctions in password creation strategies between the two net
works. Users within the same network exhibit passwords with similar 
characteristics, forming a pattern distinct from the other network. The 
findings suggest an informal sharing of password strategies among in
dividuals with shared social interests, emphasizing a network-centric in
fluence on password choices.

This research significantly contributes to a more comprehensive 
understanding of passwords, shedding light on the influence of net
works on users' choices. The exploratory investigation of discernible 
trends in password formulation across networks provides valuable in
sights into the social context of password creation. Furthermore, the 
study adds to the evolving knowledge surrounding banned lists of fre
quently used passwords and other related password defenses. Notably, 

the impact of this research extends toward a nuanced understanding of 
human behavior in the specific context of password formulation, paving 
the way for more targeted cybersecurity interventions designed to 
foster positive online behavioral changes.
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